[Ipunoxenue 5
K npukasy aupexkropa MbOVY «PeGpuxunckas
COII» Ne 291 ot «28» nexabps 2016 r.

IHHOJINTUKA

00pa30BaTEIBHOTO YUPEXKICHUS B OTHOLICHUM
00pa0OTKM IIEPCOHATBHBIX JIAHHBIX



Conep:xanue
OOO3HAUCHHUS M COKPAIICHUS. . . .+ e eueveeeneaeennteeennneeennaeeenaeeaneeeanneeennnens
BRSO 120E1 07 W0 1101591 (S0 ()2 16 S
@105 06):35 133 (S 8 (0 01 (07 0=) 1 5 (RN

2. [IpyuHIMIIBI 0OecieueHnsl 3l Thl HHOOPMAIIMK, COCTABIISAIONIEH
MIEPCOHATTBHBIC JTAHHBIC .. .uuvtnetttetteeeteeeeteeeaaeeennaeeaneeannseeanneenns

3. OcHOBHBIE TPeOOBAHUS IO 3aNTUTE MHHOPMAIHH COCTABIISIONICH
TIEPCOHATBHBIC TAHHBIC . . ... v e teenteteentantenneiienieaieenteesnaeenseesaseenseesneenseenns

4. Tlopsimok opraHu3anyy ¥ MPOBEICHUS paOOT MO 3aruTe HHPOPMAIUH.... . ....
5. [Mopsanok obecnieuenus 3amuthl nHGopMaluu npu skcruryarauuu UCIIH. ..

6. [Topsimok opranu3aiyy JeI0IPOU3BOICTBA, XPAHSHUS U OOpaICHHS
HAKOIUTEJICH M HOCUTEIICH MHPOPMAIIHH . . ... \v s evseenneeanneenneeaneannneanneannns

7. Kontposb cocrostaus u a3pdextuBHocTH 3amuThl UCIIIH. ...l



O0o03HaueHNSI M COKPALIIEHUSA

NCI A1 — undpopmanmoHHas cucTeMa MepCcoHaIbHbIX IaHHBIX.

HC/] - HecaHKIIMOHUPOBAHHBIN JAOCTYII.

II/IH — nepcoHanbHBIE TAHHBIE.

IHonuTHKa — NOAUTUKA 00pPA30BATENIBHBIX YUYPEKIAECHUN B OTHOILICHHUH
00pabOTKHU MEePCOHATBHBIX JAHHBIX.

C3I1IH — cuctema 3alMThl HEPCOHATBHBIX JAHHBIX.

T3KH — rexHnyeckas 3aniuTa KOHQUIAEHIMAIbHOW HH(pOpMauu.

TC — TexHMUECKOE CPEACTBO.



TepMuHBI U onIpeaeJeHUs

ABTOMATH3MPOBAHHAA 00pad0oTKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MEPCOHAIBHBIX JAaHHBIX C MOMOIIBIO CPEJCTB BBIUMCIUTEIHHON
TEXHUKHU.

be3zonacnocts  uHpopManmmm  —  COCTOSHME  3alIMIIEHHOCTH
uHbOpMaIH, XapaKTepU3yeMoe CIOCOOHOCThIO TEXHHUYECKUX CPEACTB H
WH(QOPMAIIMOHHBIX  TEXHOJIOTWH  00OecrneunBaTh  KOH(HUIEHIIMATBLHOCTD,
LEJIOCTHOCTh U JIOCTYITHOCTh MH(OpPMAIIMU MIPU €€ 00paboTKe TEXHUUECKUMU
CpeICTBaMH.

Bupyc (KOMObHOTEPHBIH, MNPOrPAMMHBIN) —  HUCIOJIHIEMbINA
MPOrpaMMHBIN KO UM UHTEPIPETUPYEMBI HAOOP MHCTPYKILIUM, 001 a0
CBOWICTBaMH HECAHKI[MOHUPOBAHHOIO pacrpocTpaHeHus U
camoBoctpousBeieHus. Co3laHHbIE JyOJIMKAThl KOMITBFOTEPHOIO BUpYyCa HE
BCErJa COBMAJAIOT C OPUTHUHAJIOM, HO COXpaHSIOT CIIOCOOHOCTh K
JAJIbHEHNIIIEMY PacIpOCTPAHEHUIO M CAaMOBOCITPOU3BEICHHUIO.

BpenonocHas mporpamMma — mnporpaMma, IpeAHa3HAYeHHas IS
OCYILECTBJICHUSI HECAaHKIIMOHUPOBAHHOIO JOCTyNa W (WJM) BO3IECUCTBUS Ha
NEPCOHAIbHBIE JAHHBIE WJIH PEeCcypchl HHMOPMAILMOHHOM  CHCTEMBI
MEPCOHAJIbHBIX TAHHBIX.

Joctyn k nHGopManuu — BO3MOXKHOCTh IIOJTy4yeHUs] HH(OpMaLlUU U ee
UCITOJIB30BaHUS.

3amumaemas unopmanus — uHdoOpMaIus, SIBISIOMASACA TPEIMETOM
COOCTBEHHOCTH M MOJAJIEXKAIasi 3alUTe B COOTBETCTBUM C TPEOOBAHUSAMHU
MPaBOBBIX  JIOKYMEHTOB  WJM  TPEOOBaHUSIMH,  yCTaHABIMBAEMBIMU
COOCTBEHHHKOM HUH(POPMALIHH.

NudopmanuoHHas cucTeMa NepcoOHAIbHBIX JAHHBIX — COBOKYITHOCTb
coJiepKaluxcs B 0a3ax JaHHBIX EPCOHAIBHBIX TaHHBIX U 00ECIEYNBAOIINX
ux 00paboTKy MH(MOPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYECKHUX CPENICTB.

HUcTounuk yrpo3sl 0e3onacHoctu uHpopManum — cyObeKT JIOCTyTa,
MaTepUalbHbId O0BEKT WM (PU3UUECKOE SIBICHHE, SBISIOIIMECS MPUYUHON
BO3HUKHOBEHHS YTIPO3bI 0€30MaCHOCTH HH(DOpMAITUH.

Hakonurenbr uHpopmManmum — yCTPOUCTBO, NPEAHA3ZHAYEHHOE IS
3anucu U (WiM) YTeHuss WHPOpPMAIMM Ha HOCUTEIh HH(POpPMAIIIH.
Hakonurenbr uWHPOpMALUU KOHCTPYKTUBHO MOXET coJepxaTrb B cebe
HEOTUY>KJAEMbIii HOCUTENh UH(MOPMAIIUU, TUOO MOXKET OBITh IPEeIHa3HAYCH
JUISL  WCTIOJNB30BaHMS CMEHHBIX HocuTened wuH@opmanmu. Haxormurenu
NOJIPA3AEISIIOTCA HAa BCTPOEHHbIE (B KOHCTPYKTHBE CHUCTEMHOIO OJIOKa) U
BHEIIHME (MOJCOENMHSEMbIE 4epe3 TMOopT). BcTpoeHHble HAKONMUTENIU
NOJIPA3/CNAIOTCS HA CbEMHBIE U HEChEMHBIE.

Hapymurensb 6€30nacHOCTH NMEPCOHAJIBHBIX JAHHBIX — (U3HUYECKOE
JIUIO0, CIIyYailHO WJIM MPEAHAMEPEHHO COBEpILAIOIee ACUCTBUS, CIEACTBUEM
KOTOPBIX SIBJISIETCS HapylleHHe Oe30MaCHOCTH NMEPCOHAJIBHBIX JAHHBIX MPHU
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ux o0paboTtke (B TOM 4YHCIIe TEXHHYCCKUMH CpEIACTBAMH) B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHANbHBIX TAHHBIX.

HecaHKUMOHUPOBAHHBbINI A0CTYI (HECAHKIIHOHMPOBAHHbIE
JAedcTBHAA) — JOCTyn K HMHGOpMAIMK WU ACUCTBUS ¢ HHOpMAIUEi,
OCYIIECTBJISIEMbIE C HApyIICHUEM YCTAHOBJICHHBIX MpaB W (WJIM) TMPaBUI
nocTtyna K uHboOpMaluu Wid JACUCTBUH C HEW ¢ MPUMEHEHHEM IITaTHBIX
cpenctB WHMOOPMAITMOHHOW CHCTEMBI WM CPEACTB, AHAJOTHYHBIX UM II0
CBOUM GYHKIIMOHATBHOMY MpeHA3HAYEHUTIO u TEXHUYECKUM
XapaKTePUCTUKAM.

Hocurens mnpopmanum — Quanyeckuii OOBEKT, MpeAHA3HAYEHHBIN
JUTSl XpaHeHUsT nHOpMAaIiu.

O0padoTka MepCcOHANBHBIX JTAaHHBIX — JIF00O€ JAciicTBHE (omeparius)
WJIU COBOKYITHOCTH JIEUCTBUI (OIeparinii), COBEpIIAEMbIX C UCTIOJIb30BAHUEM
CPEIICTB aBTOMaTH3allMd WM 0e3 HCIOJIb30BAHUS TaKUX CPEACTB C
MEePCOHANILHBIMU  JIaHHBIMH, BKJIIOYas cOOp, 3amluch, CHUCTEMATHU3AIUIO,
HAKOIUJICHUE, XpaHEHUE, YTOUHEeHHe (0OHOBIIEHHUE, U3MEHEHHE), N3BJICUCHUE,
UCIIOJIb30BaHUE, Tepenavyy (pacnpocTpaHEHUE, MPeIOoCTaBICHUE, JOCTYM),
o0e3nuuuBaHue, OJOKUPOBAHHE, YIAJICHHE, YHUUTOXXCHHE MEePCOHATbHBIX
JTAHHBIX.

OnepaTop — TOCYHapCTBEHHBIA OpraH, MYHUUHNAJIbHBIA OpraH,
IOpUIMYECKOe WM (PU3UYECKOE JIMIO, CAMOCTOSITENBHO WJIIM COBMECTHO C
JIPYTUMH JIMIIAMU OpraHu3yloIue W (Wiv) OCYLIECTBISIIONINE 00padOTKY
NEPCOHANBHBIX JIaHHBIX, a TaKXe ONpeIeslre Leau o00padoTKu
MEePCOHATBHBIX JAaHHBIX, COCTAB IMEPCOHAJBHBIX JAHHBIX, MOJICKAIINX
o0paboTke, nelcTBUA (Omepaluu), COBEPIIAEMBbIE C MEPCOHATBHBIMU
JTAHHBIMH.

IlepexBar (MH(pOpMaLMK) — HETIPABOMEPHOE TMOIyYeHUE HH(POPMAIIUU
C  WCHOJB30BAHMEM  TEXHHUYECKOIO  CPEACTBA,  OCYIIECTBIISIFOLIETO
oOHapy>keHue, mprueM U 00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanibHbIe JaHHBbIE — JTt00ast HHGOPMAIIHS, OTHOCAIIASCS K TPSIMO
WM KOCBEHHO ONPENEJICHHOMY WM OIpeaeaseMoMy (HU3NYECKOMY JIUILY
(cyOBEKTY MepCOHANIbHBIX JaHHBIX).

IMoab30BaTes b HHPOPMALMOHHON CUCTEMbI MEPCOHATBHBIX TAHHBIX
— JIMIIO, yYacTBYyMoIIee B (DYHKIIMOHUPOBAHUU WH(POPMAIIMOHHON CHUCTEMBI
NEPCOHANIBHBIX  JIaHHBIX  WIA  HCHOJb3YIOLIEE  PEe3yibTaTbl €€

(GyHKIHOHUPOBAHMUS.

PacnpocTpaHenne  mepcoOHAJBHBIX  JaHHBIX  —  JICHCTBUA,
HaIlpaBJCHHbIE HA PACKPBITHE IMEPCOHAIBHBIX JAHHBIX HEONPEAEICHHOMY
KpYTY JIUIL.

Cucrema 3alMTBI  NMEPCOHAJBHBIX  JAHHBIX —  KOMILIEKC

OPraHU3allMOHHBIX MEpP U MPOrPAaMMHO-TEXHUYECKHX (B TOM YHCIE

Kpunrorpad@uuecknx) CpeacTB oOecrieueHus 0e30macHoCTH MHpopmaIuu B
NCTIH.



TexHuuyeckue cpeacTrsa MHPOPMAUMOHHOU CHCTEMbI MEPCOHAIBbHBIX
JaHHBIX — CpEACTBA BBIYUCIMTEIBHOW TEXHUKH, HWH(POPMALMOHHO-
BBIYMCIINTEIIBHBIE KOMIUIEKCBI M CETH, CPEACTBA M CHUCTEMBI IEpeAayd,
npueMa MU 00padOTKM TEpPCOHAIBHBIX JAaHHBIX (CPEICTBA M CHCTEMBI
3BYKO3aIIMCH, 3BYKOYCWICHMS, 3BYKOBOCIIPOM3BEICHUS, IIEPETOBOPHBIC M
TEJICBU3UOHHBIE YCTPOMCTBA, CpPEICTBA W3TOTOBICHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JpYyrue TEXHUYECKHEe CpelncTBa OO0pabOTKH peueBOH,
rpaduueckoil, Buaeo- 1 OyKBEHHO-IIU(PPOBOI MHPOPMAIUH), TPOTPAMMHbBIE
cpencTBa (onepanoHHbIe CUCTEMBI, CUCTEMBI YIPaBIeHUs 0a3aMu JaHHBIX U
T.1.), CPEACTBA 3AIIUTHI UH(POPMALIHH.

TexHuyeckuil KaHaJd YTe4kd HMHPOPMAUMH — COBOKYIIHOCTb
HocuTeNns wHpopManuu (cpeAcTBa 00pabOTKu), (U3MUECKOW Cpeipl
pacrnpocTpaHeHUs HWH(OPMATUBHOTO CHUTHAJa M  CPEJCTB, KOTOPBIMH
noObIBaeTcCs 3aluuiaemMasi tHpopmarusi.

Yrpo3bl 0e30macHOCTH MNEPCOHANBHBIX JAAHHBIX — COBOKYIHOCTH
yCIOBUM M (PAKTOPOB, CO3JAIOUIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B
TOM YHCJIE CIIy4allHOTO, JOCTyNa K IEPCOHAIbHBIM JaHHBIM, PE3YJIBTATOM
KOTOPOTO MOET CTaTh YHUYTOXKEHHE, W3MEHEHHE, OJOKHUpOBaHUE,
KOIIMPOBaHUE, PACHPOCTPAHEHUE MEPCOHAIBHBIX JAHHBIX, a TAK)KE HHBIX
HECAaHKIIMOHUPOBAHHBIX JEUCTBUI MpU HX 00pabOTKe B MHPOPMALMOHHON
CUCTEME NIEPCOHATIBHBIX JaHHBIX.

YHUUYTOXKEHNE TEePCOHAJbHBIX AAHHBIX — JICWCTBHS, B PE3yJbTaTe
KOTOPBIX  CTAHOBUTCS ~ HEBO3MOXXHBIM  BOCCTAHOBHUTBH  COJIEpPYKAHUE
NEPCOHANBHBIX JAaHHBIX B HMH(POPMALMOHHON CHUCTEME IEepCOHAIbHBIX
JAHHBIX W (WJIM) B pe3yJbTaTe€ KOTOPBIX YHHUYTOXKAKOTCS MaTepualbHbIC
HOCHUTEIIN MEPCOHAIIBHBIX JTAHHBIX.

Yreuka (3ammmaemMoiil) MHGOPMAIIUM MO TEXHUYECKUM KAHAJIAM —
HEKOHTPOJIUPYEMOE  paclpocTpaHeHue  MHGOpMaluMu  OT  HOCHUTEI
3anuIaeMoll MHGopmanuu 4epe3 (QPU3MYECKYI0 Cpeay A0 TEXHUYECKOTO
CpEeICTBAa, OCYLIECTBIISIOIIETO MTepexBaT HHPOPMaIUK.

1. OCHOBHBIE IOJIOKEHUA

1.1. Hacrosmas IlonuThka ycTaHaBIIMBaeT MOPSAOK OpTaHU3AIlUUd U
npoBeneHus pabor mo 3amure wHbopmanuu B MCII/IH, co3maBaeMbIX u
AKCIUTYaTUPYEMBIX B 00pa30BaTEIbHOM YUPEKICHUU.

1.2. TpeOGoBanust Hacrosimied [loJMTUKK pacrpoCTpaHAIOTCS Ha 3alUTY
uHbOpMaIIMM C OrPAaHUYEHHBIM JOCTYIIOM, OTHECEHHOM K WH(OpMaIHH,
cocraisitonen [1/1H.

1.3. TlomuTuka sBIASETCS JOMOJHEHHWEM K JedcTByrommM B PO
HOPMATHBHBIM JIOKYMEHTaM TI0 BoIlpocam oOecreueHus UH()OPMAITMOHHOM
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OezomacHoctr IIJ[H, W He WHCKIIOYaeT OO0A3aTETHHOTO BBIMOJHEHUS UX
TpeOOBaHUH.

1.4. Tlomutuka CIy’)KAT OCHOBOM  JUIsi  pa3palOTKH  KOMILIEKCa
OpPTraHU3aIMOHHBIX M TEXHUYECKUX MEp IO 00eCredyeHuI0 MHPOpPMAIMOHHON
6e3onacHocTu [1/[H 00pazoBaTeNnbHOrO yUpEKICHHS, a TaAKK€ HOPMATUBHBIX U
METOMUYECKUX JOKYMEHTOB, 00€CIICUNBAIOIINX €€ PEeATHU3ALIUIO.

1.5. TlonuTuka ompenenser CIEIYIOIIUEe OCHOBHBIE BOIMPOCHI 3aITUTHI
uH(popMaLUK:

—  OCHOBHBIC TMPHUHIMIIBI M TpeOOBaHUS MO 3alure WHGOpMAaIUH,
cocrapistromen 111,

—  TOpSAOK OpraHu3allid W TpOBEIeHUs padoT 1Mo  3aluTe
uHdopmaruu,

—  TOpsAAOK oOecredeHrs 3aluThl WHQOPMAIMH TIPH AKCILTyaTaIiH
NCTI/H,

—  TIOPSZIOK OpPTraHW3alliU JIEJIONPOU3BOACTBA, XPAHEHUSI U OOpAICHUS
HAKOMUTENEH 1 HOcUTeNel HHPOpMAaLIUK.

2. [IpuHnMnbI 06ecneyenns 3alMThI HHGOPMaIUH,
COCTaBJIAWILEN NIepCOHAJ/IbHbIE JaHHbIE

3amuTa nHpopMaruu, cocrapisttomeit [1J{H 1omKHA OCYIIECTBIATHCS B
COOTBETCTBHUHM CO CJICAYIOUIMMHU OCHOBHBIMU MPUHITATIAMU:

2.1. 3akoHHOCT, — TIpeAmnoyiaraer obecrnedeHre 3ammTel [IJI[H B
COOTBETCTBHUHM C JACHCTBYIOIIUM B P®D 3aKOHOIATEIHLCTBOM U HOPMATUBHBIMHU
aktamu B oOnactu 3ammTel [IJIH. ITlonmp3oBarenu u  OOCTYKHBAOIIHI
nepconan MCIIJIH nomkHBl OBITH OCBEIOMJICHBI O MpaBWIAX U TMOPSJIKE
paboThl ¢ 3amuinaeMor uHpopmanued W 00 OTBETCTBEHHOCTH 3a WX
HapyIIeHHE.

2.2. CUCTEMHOCTh — TMIpPEATioNiaracT Y4YeT BCEX B3aWMOCBS3aHHBIX,
B3aMMO/ICHCTBYIOIIUX Y U3MEHSIOIIMNXCSI BO BPEMEHU 3JIEMEHTOB, YCIOBUN U
(bakTOpOB, CYIIECTBEHHO 3HAYUMBIX JIJII TOHUMAHUS U PEIICHUs MPOOIeMbI
obecnieueHus 6ezomacHoctu [11n UCITH.

2.3. KommiiekCHOCTh — Mpe/mnoiaraeT COTJIACOBAaHHOE MPUMEHEHUE
Pa3HOPOJHBIX CPEJCTB MU CUCTEM IPU MOCTPOCHUM KOMIUIEKCHOM CHCTEMBbI
3amMThl  MHGQOPMAIIUKM, TIEPEKPBHIBAIOIICH BCE CYIIECTBEHHBIC KaHAJIbI
peaau3aluy yrpo3 U He coJiepkKaliei ciadbblXx MECT Ha CThIKaxX OTIACIbHBIX €
KOMITOHEHTOB. J[7s1 KaX70oro KaHama yTeUYKd WHGOPMAIMH U IS KaXKIoh
yrpo3bl  O€30MacHOCTH JIO/HKHO CYIIECTBOBATH HECKOJIBKO — 3allUTHBIX
pyoexeit. Co3naHue 3allUTHBIX PyOEkKel OCYIIEeCTBISETCS C YYETOM TOTO,
qTOOBl  JIJII  HUX  MPEOJOJICHUS  TOTCHIHAIBHOMY  3JIOYMBIILJICHHUKY
TpeOOBaIUCH npodecCUOHANIbHBIC HaBBIKU B HECKOJIBKHX
HEB3aMMOCBSI3aHHBIX 00/1aCTSIX.



2.4. HenpepsiBHOCTH — mipeanonaraet pynkuunonuposanue C3I1/x B
BHUJIE HEINPEPHIBHOIO ILIEJICHANPABICHHOIO MpoLecca, MPEANoIararonuiero
MPUHATHE COOTBETCTBYIOIIMX MEpP Ha BCEX JTamax >MKU3HEHHOTO IHMKJA
NCIIdu. MCIIJIH O0/KHBI HaXOJMTHCS B 3alllUIIICHHOM COCTOSIHHMM Ha
MPOTSHKEHUU BCETO BPEeMEHU UX (PYHKITMOHMPOBaHUA. B cOOTBETCTBUU € ATUM
MPUHLWIOM JOJKHbI TPUHUMATBCS MEPBI, HE JIOMYCKAIOIIUE MEPEXOL
NCIIJIH B HE3aIMMIIIECHHOE COCTOSIHHUE.

2.5. CBOEBpPEMEHHOCTh — TMpEAToaracT yIpeKIAIoMuid XapaKkTep
Mep obecrieueHust OezomacHoctu [IJIH, TO ecTh MOCTaHOBKY 3ajad IIo
koMiiekcHor  3amure HWCIIJAH u  peanuzaumio Mep  oOecnedeHus
oe3onacHoctu I/l Ha panHux craausx paspadotku MCIIIH B nemnom u ee
CHUCTEMBI 3aIUTHl HH(OPMAITNH, B YaCTHOCTH.

2.6. CoBepIilieHCTBOBaHHE — MpeAnoaraeT ITOCTOSIHHOE
COBEPILICHCTBOBAHUE MEpP M CPEJICTB 3alluThl MHEGOpPMAIMM Ha OCHOBE
KOMIUIEKCHOTO TPUMEHEHHS! OPraHU3AlMOHHBIX M TEXHUYECKHUX PEIICHUH,
KBaM(PUKAUU TepcoHana, aHanmuza ¢yHkuuonupoBanuss UCII[H u ee
CUCTEMBI 3alIUThl C YYE€TOM U3MEHEHHM YCIOoBUN (YHKIMOHUPOBAHUS
NCTI/In, mosiBNeHUsT HOBBIX METOJOB M CPEJICTB IepexBaTa MH(POPMAIINH,
U3MEHEHUH TpeOOoBaHUN HOPMATUBHBIX JOKYMEHTOB 110 3amute [1/1H.

2.7. TlepcoHanpHasi OTBETCTBEHHOCTh — IIPEAIOJIAraeT BO3JIOKCHHUE
OTBETCTBEHHOCTH 3a obecneuenne 0e3omacHocTy [11x m MCII[Ix HA Ka)XI0r0
WCTOJIHUTENSA B TPENeNIax €ro MNOJHOMOYMH. B COOTBETCTBUM C 3TUM
MPUHIUIIOM pachpeiesiCcHUue MpaB U 00sI3aHHOCTEW HMCIOJHUTENIEH CTPOUTCS
TaKUM 00pa3oM, 4TOOBI B ciydyae JIFoOOro HapyIlIeHUs] KpyI BUHOBHHKOB ObLI
YETKO U3BECTEH WM CBEJICH K MUHUMYMY.

2.8. MuHMMaJIbHAsI JOCTAaTOYHOCTh — MPEAIOaraeT mpeIoCTaBICHUE
UCIIOJIHUTEINISIM MUHUMAJIBLHO HEOOXOJMMBIX TMpaB JOCTyla K pecypcam
WCTI/IH B COOTBETCTBUU C MPOU3BOJCTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE
MPUHITUIIA «3aNPEIIEHO BCE, UTO HE Pa3pelIeHO SIBHBIM 00pa3om.

2.9. 'uObkoCcTh cCHCTEMBI 3alUTBl — TMPEANoJjaraeT HaIUYue
BO3MOXHOCTH BapbUPOBAHUSI YPOBHEM 3AlMIIEHHOCTH MPU HU3MEHEHUU
ycnoBuii pynkimonupoBanus UCIH.

2.10. O06s3aTeTbHOCTh KOHTPOJISI — MPEIoJiaracT 0053aTeIbHOCTh U
CBOECBPEMEHHOCTh  BBISIBJICHUSI U TPECEUCHHS TOMBITOK  HapyIIECHUS
YCTAaHOBJICHHBIX TMpaBuji obOecneueHust Oe3zonacHocth IIJIH Ha ocHOBe
UCIIOJB3YEMbIX CHUCTEM U CPEACTB 3aluThl uHpopmainuu. KoHTponb 3a
JEATEIIbHOCTHIO KaXXJIOT0 TIOJb30BaTEeNs, KaXKJIO0rO CPEeACTBAa 3alllUThl U B
OTHOIIICHUM KaXXJ0r0 OOBEKTa 3allUTHI JOJDKEH OCYIIECTBISATHCS HAa OCHOBE
MPUMEHEHUSI CPEACTB KOHTPOJISI U PErUCTpAIlMU M JIOJHKEH OXBAaThIBATh KAk
HECAHKIIMOHUPOBAHHBIE, TaKk U CAaHKIMOHUPOBAHHBIE  JIEUCTBUSA
IIOJIb30BATEIIEH.



3. OcHOBHbIEe  TpeGOBaHMSA MO  3amuTe  HUHPoOpManuu
COCTaBJIAIOLEH NepCOHA/IbHbIE JAaHHbIE

3.1. Bamura wunHbpopmaruu B UHCIIJIH sABmsieTcs HeoTheMIIEMON
COCTaBHOM  4YacCThIO  YNPABJICHUYECKOW W  HAYYHOH  JIESITEIbHOCTH
00pa3oBaTEIBHOIO YUPEKICHUS U JOJIKHA OCYIIECTBIATHCS BO B3aUMOCBSI3H C
JIPYTMMH MEpamH 0 3aiuTe nHpopmaiuu, coctasistomiei [1/1H.

3.2. 3amuTa MHPOpPMAIUU SBISETCS COCTABHOM YacThi0 paboT IIo
cosganuto M akcmuryataunn MCIIJIH U JgoKHA OCYHIECTBIATBCA B
YCTAaHOBJICHHOM HacTtosimer [loinTrkon nopsake u peaan3oBbIBaThCA B BUIE
CHUCTEMBI (TToACUCTEMBI) 3auThI T1/]H.

3.3. 3ammTa wHGOPMAIMK JOJKHA OCYIIECTBISATHCS TOCPEICTBOM
BBITIOJIHEHUS KOMIUIEKCA MEPOIPUATUN TI0 MPEAOTBPALICHUIO YTEUKHU
uHopMaIMu 1O TEXHUYECKHUM KaHaimaMm, 3a cuer HCJ| x He#, mno
NPEAYNPEeXKICHUIO  MpPEAHAMEPEHHBIX  MPOTPAMMHO -  TEXHHYECKHUX
BO3/ICICTBUI C L€ HAPYLIEHUS LEIOCTHOCTH (YHUUYTOKEHUS, NCKAKEHU)
uHpopMaluu B mpolecce ee o0paboTKu, Mepeaayn U XpaHEeHUs, HapyIICHUs
€€ CaHKIIMOHMPOBAHHOM ocTynHOCTU U pabotocriocoonoct TC.

3.4. B UCIIJIH noJKHBI HMCHOJIB30BAThCS CEPTUPUIMPOBAHHBIC I10
TpeOOBaHMSM 0€30MACHOCTU UH(POPMALIMK CPEACTBA 3aLUTHl HUHHOPMALUU U
(WJIM) TEXHUYECKHWE M OpPraHU3alMOHHBIE PEIICHHS, MCKIIOYAIOLIUE YTEUKY
nHpopMaIu 1Mo TeXHUYECKUM KaHaiam, 3a cuet HCJI, npenynpexaaroniye
HapyllE€HUEe IEJIOCTHOCTH MWH(GOpMAlMM U €€ CaHKIUMOHHPOBAHHOU
JIOCTYITHOCTH.

3.5. 3ammra wHbOpMaLMU NODKHA OBITH JUQQEpPEHIIMPOBAHHON B
3aBHCHUMOCTH OT MPUMEHSEMBIX TEXHHUUECKHUX CPENCTB, 00padaThIBaIOLINX
uHpopManmto, cocrapisromyro [1/{H, ycranormennoro kimacca MCII[H u
yrBepxaeHnou 1t UCIIIH moaenu yrpos.

3.6. Bce ucnonszyembie B UCII/IH cpeactBa 3amuThl uHOOpMAIUU
JOJKHBI OBITh IMPOBEPEHBl Ha COOTBETCTBHUE OrPAHUYECHUSIM U YCIOBHSIM
IKCILTyaTalH, U3JI0KEHHBIM B ceptugukare COOTBETCTBHS,
HKCIUTYaTallMOHHOM JOKyMEHTaluu win ¢GopMmyisipe (AJi1 TEXHUYECKUX U
MPOTrPAaMMHBIX CPEICTB 3aIUThI MH()OPMAIUU COOTBETCTBEHHO).

3.7. O6pabotka mH(popMmaruu coctapisronieit [1J[H ocymecTBaseTcs
HAa OCHOBaHMM IUCBMEHHOIO paspenieHus (MpuKaza) PpyKOBOJIUTEIS
00pa30BaTENBHOIO YUpeKaeHUs, B KoTopoM 3kcruryatupyercs UCIT/Ih.

3.8. OTBeTCTBEHHOCTh 32 OO0ECIEYCHHE BBIMOJHEHUS YCTAHOBJICHHBIX
TpeOOBaHMI MO 3amuTe WHGOPMAIMU BO3JAraercss Ha PYKOBOAMTENS
00pa3zoBaTeIbHOTO YUPEXKACHUS, B KOTOPOM CO37aeTcsl (COBEPIIEHCTBYETCS) U
skcrutryarupyercs UCIH.

3.9. Bce MUCIIH nomkHBI TPOWTH OIEHKY A(h(PEKTUBHOCTH
IMPUHAMAEMbIX Mep Mo oOecredeHuto Oe3omacHoctn I[I/[H 1o Haganma
o0paboTku nHbopmarmu cocransstromei [1J]H.



4. llopAA0K OpraHu3alyud M IMpPOBeJeHUs PpadéoT No 3aluTe

UHPpOpMaALUU

4.1. Opranuzanusa paboT MO 3aluTe UHPOPMAIIMU BO3JIaraercs Ha
PYKOBOAMTENE ~ OOpa30BaTENbHOIO  YUPEKIEHHUS,  OCYIIECTBISIONIIETO
pazpaboTky (MoaepHu3aiuio) u skcruryaramuo MCITJIH.

4.2. Opranuzanus 4 TpoBeIeHHE paboT Mo 3amwure HH(GOpPMAIUH,
cocrapisitomieil [I/IlH Ha pa3nuuHBIX CTagusAX pa3padOTKH, BHEAPEHUS U
skcruryatauuu MCITIH onpenensiercs neiictByrommMu B PO HOpMaTHBHBIMU
JOKYMEHTaMU U HACTOSAILUM JOKYMEHTOM.

4.3. TlpoBenenue paboT MmO 3ammTe HHPOPMAIUH, COCTABISAIONICH
[T, ocymiecTBasieTcs: cujaaMu 00pa30BaTEIbHOTO YUPEKACHUS, B KOTOPOM
coznmaetcs (coBepmieHcTByetcs) MCIIJIH. B ciaydae HEBO3MOXHOCTH WIIH
HEIEJIeCO00Pa3HOCTH BBIMOIHEHUSI pabOT MO 3amuTe WHPOPMALMU CUJIAMU
00pa30BaTENbHOrO YUYPEKICHUS K 3TUM padoTaM JOJKHA IPHUBIEKAThCS
CHEeUaIN3MpPOBaHHasl OpraHU3alysl, UMEIOIIasi COOTBETCTBYIOIIME JINLIEH3UN
Ha MPaBO BBIINOJHEHUS padoT U okazanus yciayr no T3KU.

4.4. Craguu co3/laHusl CUCTEMBI 3aIUThl HH)OPMALIUH:

— IlpeanpoextHas  cTaguss —  BKIIOYAeT  MPEINPOECKTHOE
oOcnenoBanne  coznaBaemoid  WCII[AH, pa3paboOTKy aHaJIUTHYECKOTO
000CHOBaHUSI HEOOXOJUMOCTH CO3JAaHMsI CUCTEMBbI 3alllMThl WH(OpPMAIMK U
TEXHUYECKOTO 3aJaHus Ha €€ CO3/aHHUE.

—  Cranua npoekTHpoBaHUs (pa3pabOTKU IMPOEKTOB) U peaau3aluu
NCTIIn — Brmrouaet pa3padotky C3I1/In B cocraBe UCIT/IH.

— Cragus BBoga B jeiictBue cucteMmbl C3IIJlH — BkIIIOYaeT
OMNBITHYIO 3KCIUTYaTallUI0 U IPUEMO-CATOUYHbIE UCTIBITAHUS CPEJICTB 3aAILUThI
uHpOpMalMK, a TakXke OIEHKY 3(PQPEKTUBHOCTH TMPUHUMAEMBIX MEp MO
obecnieuenuto 6ezonacHocTH [1]1H.

5. llopsaaok  oGecneyeHUsA  3amWuTbl HUHPOpPMALMHU  NpPHU
skcmryaranuu UCIIAn

5.1. DOxcrnyaramuss VCIIIn gomkHa OCYHIECTBISITBCS B TOJHOM
COOTBETCTBUU c YTBEPKIACHHOU ITPOEKTHOM, OpPraHU3alMOHHO-
pacropsiANTEILHON U AKCIUTyaTalimoHHou nokymenTaruend MCI/IH.

5.2. OTBETCTBEHHOCTh 3a o0ecreyeHue 3anuThl WHGOpPMAIUU B
npouecce okcruryaranuu  MCITJIH  Bo3nmaraercss Ha  pyKOBOAMTENS
00pa3oBaTEILHOTO YUPEKICHHS, B BeIcHHUH KoToporo Haxoautcs ata MCIT/H.

5.3. OTBETCTBEHHOCTh 3a COOJOJICHUE YCTAHOBJICHHBIX TPEOOBAHMIA
no 3anure uHpopmammu npu ee o6padotke B MCIIIH Bozmaraercss Ha
HETIOCPEICTBEHHBIX HCIIOJIHUTEIIEN NCIIu (monw3oBaTene,
aIMUHUCTPATOPOB, OOCTY>KUBAIOIIHNMI MIEPCOHAT).

5.4. 3a HapylleHHE YCTAHOBJICHHBIX TpeOOBaHMM TO  3allUTe
nHpOpMaIIK PYKOBOJAUTEIh OOPA30BATEIBHOTO YUYPEXKICHHS, B BEICHUU
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kotoporo Haxomutcs WCIIJIlH u (Wau) HENOCPEICTBEHHBINH HCIOIHUTEh
MIPUBJICKAIOTCSI K OTBETCTBEHHOCTH B COOTBETCTBUM C JEHCTBYKOIIUM B
P® 3akoHOIaTEILCTBOM.

6. [lopaaok opraHusauum /[Je/IONPOU3BOACTBA, XpPaHEHUA M
oOpalleHWs HaKoNUuTe/IeM 1 HocuTesie HuHpopMauuu

6.1. Bce nakonutenu u Hocutenu nHpopmanuu coaepxkamme [11n Ha
OyMaKHOI, MAarHUTHOM, MAarHUTO - ONTUYECKOM U MHON OCHOBE, UCIIOJIb3yEeMbIC
B TEXHOJOTHYECKOM mporecce oopadoTtku nnpopmarmu B UCII/IH, moanexar
yY€Ty, XpPaHEHHIO U OOpAaIllEHHIO B COOTBETCTBUM C TpeOOBaHUSAMU
KOH(UICHIIMATEHOTO JIEIOMPOU3BOICTBA.

6.2. Opranuzanus U BeJeHUE ydyeTa Hakomnutened u Hocutened [1JH,
OpraHu3alys UX XpaHeHHs, OOpalleHUs U YHUUYTOXKEHHS OCYIIECTBIISIOTCS
OTBETCTBEHHBIMU JIEIOTIPOU3BOAUTEIISIMHU KOH(HIeHIIMATIEHOTO
JEJIONPOU3BOCTBA.

6.3. [1/Ix, momkHBI 060CO0IATHCS OT MHOM MHGOPMAIUH, B YaCTHOCTH
nyreM ¢UKcallMM MX Ha OTIENBHBIX MaTepHaibHbIX Hocutensx [1/Ix, B
CHenuaIbHBIX pa3jenax Wik Ha nojisx Gopm (O6JaHKOB).

6.4. llpu Qukcaruun [1[[H Ha MaTepualbHBIX HOCHUTENAX HE
JomyckaeTcsi (UKcalusi Ha OJHOM MarepuaidbHoM Hocutene I1/H, memm
00pabOTKHU KOTOPBIX 3aBEIOMO HE COBMECTHUMBI.

6.5. lns oOpabGoTku paznuuHbix kateropuit I1/IH, ocymiecTBiseMoit
0e3 MCIOoJIb30BaHUSl CPEICTB aBTOMAaTH3aluu, A Kaxaod kareropuu [1/1n
JIOJKEH UCTI0JIb30BAThCS OTACIbHBIA MAaTEPUAIIBHBIN HOCUTEIIb.

6.6. O6pabotka IIJ]I[H Oe3 HCHOIB30BAHMS CPEICTB AaBTOMATHU3AIUU
JIOJDKHA OCYIIECTBIISTHCS TakKUM 0Opa3oM, 4TOOBl B OTHOIICHUH KaXIOU
kareropun [IJ[H MoxxHO ObUTO ompenenuTh Mecta xpaHeHus [IJ{x
(MaTepuanbHBIX HOCUTEJIEH) U YCTAHOBUTH MEPEUYEHbB JIUII, OCYIIECTBISIOMINUX
o6paboTky I1/1H 1M60 UMEIOMUX K HUM JOCTYII.

6.7. Jomkuno  obOecmeunBaThCcsi  pasznenbHoe  xpanenwe  [1/1n
(MaTepuanbHBIX HOCHUTENEH), 00pabOoTKa KOTOPBIX OCYIIECTBISECTCS B
pa3IMYHBIX IENSX.

6.8. Ilpu xpaHeHun mMaTepUaTbHBIX HOCUTENEH ITOJKHBI COOMIOIATHCS
yCcioBuUs, oOecneuyuBaronme coxpaHHocth [IJIH  u  uCKIOUaromuye
HECAaHKIIMOHUPOBAHHBIN K HUM JIOCTYTI.

7. KoHTpO/b cCOCTOSAHUSA U 3P PeKTUBHOCTH 3amThl UCITAH

7.1. B UCIIJIH nomkeH OCyIIECTBISTHCS KOHTPOJb U (WUJU) ayJIuT
cooTBeTcTBUs 00paboTku [1/H geiicTByromum B P® 3akoHOAATENbCTBY U
TpeboBaHusiM K 3amute [1J1H, a Tak sxe HacTosmeh [TonuTuke U JTOKaJIbHBIM
aKTaM 00pa30BaTEIBLHOTO YUPEKIACHUS.
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7.2. KoHTponp 3akitoyaeTcs B OIEHKE BBIMOJIHEHUS TpeOOBaHUM
HOPMATUBHBIX JOKYMEHTOB, OOOCHOBAaHHOCTH TPUHSTBIX MEP M OLECHKE
3¢ dEKTUBHOCTH MPUHSTHIX Mep 10 ooecnieueHuro [1]H.

7.3. Kontponp mopapaszaensercss Ha ONEpaTUBHBIA M IUIAHOBBIN
(mepuoauUecKuii).

7.4. B npouecce okcmunyaranuu HCIIJIH B mensx  3aiiuThl
unpopmaruu ot HCJI ocymecTBiasOTCS ONEpaTUBHBIA KOHTPOJIb U
MIEPUOANICCKII KOHTPOJIb 32 BBIMIOJHEHUEM HCIIOJHUTEISIMU TpeOOBaHUM
JNEUCTBYIOIIUX HOPMATUBHBIX JIOKYMEHTOB II0 BOIpocaM oOecredyeHus
0e3omacHOCTH M 3amuThl TT/1H.

7.5. C 1enbio CBOEBPEMEHHOTO BBISIBJICHUS U IPEAOTBPALLEHUS YTEUKU
uHopMaIuy, HCKIIOYEHUsT WM cymectBeHHoro 3atpyaHenus HCJ u
IPEIOTBPAIICHHS CIICITUAIBHBIX BO3JICHCTBUH (ITPOrpaMMHO-TEXHUYCCKUX H
Jp.),  BBI3BIBAIOLIMX  HApyIIEHHWE IIEJIOCTHOCTH  HH(OpManuu  WIU
paborocniocoOHOCTh TexHuueckux cpencts, B MCII[H oOpa3oBaTenbHbBIX
YUpEeXKACHUN TPOBOJUTCS TUIAHOBBIA MEPUOAMUYECKUN (HE pexe OJHOro pasa
B I'0J1) KOHTPOJIb COCTOSIHUSA 3aIlIUThl HH(GOPMAIIHUH.

7.6. IIpu mpoBeneHNH IIAHOBBIX MPOBEPOK OCYIIECTBIISIETCS] KOHTPOJIb
BEJICHUS YYETHOM TokyMeHTauuH, 3amuinesHoctd UCII/n ot yreuku 111 mo
TEXHUUYECKUM KaHajaM, BBIOOPOYHBIN KOHTPOJb COACPKUMOTO HAKOMUTENIECH U
HOcHUTeNel HH(popMaLuy, U T.I1.

7.7. Pe3ynbrarbl KOHTPOJS OQOPMIIAIOTCS aKTaMH, 3aKIIOYCHHUSIMU U
3aMUCSAMH B IKCIUTYaTaI[MOHHOMN IOKYMEHTAIIUH.
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