IIpuxka3 deaepajabHOU CIIYKOBI 1O

TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJIIO
(PCTIK Poccun) ot 5 dpeBpass 2010 r. Ne 58
r. MockBa

«00 yrBepxkaennu IlosroxeHns: 0 MeToax M cnocodax
3aUTH HHGopMaUU B MHGPOPMAIMOHHBIX CHCTEMAX
MEPCOHAJBHBIX JAHHBIX)

Ony6nukoBano: 5 mapra 2010 r. B «Poccuiickoii razere» - @enepanbublil BeTyck Ne 5125
Berynaer B cuny:16 mapta 2010 r.

3apeructpupoBan B Municre P® 19 ¢eBpans 2010 r.
Perncrpanuonnniii N 16456

B cootBercTBuu ¢ myHKTOM 3 IlonoxxeHnus 06 obecrieueHrH 0€301aCHOCTH IEPCOHATBHBIX
JAHHBIX IPU UX 00paboTKe B UH(OPMAIIMOHHBIX CUCTEMaX NEPCOHATIbHBIX JaHHBIX,
yTBEpKIeHHOTO noctanoBieHneM [IpaBurtenscTBa Poccuiickoit @eneparyu ot 17 Hos6pst 2007
r. Ne 781 (Cobpanue 3akoHonatenbetBa Poceuiickoit @deneparuu, 2007, N 48, ct. 6001),
NPHUKA3bIBAIO:

YTBepauts npusaraemoe [lonoxkeHue o MeToax M crocodax 3amuThl THPOPMAITUH B
UH(POPMALIMOHHBIX CUCTEMAX EPCOHANIBHBIX JTAHHBIX.

Jupextop DenepabHOil CJYyKObI 0 TEXHUYECKOMY U IKCOPTHOMY KOHTpOJII0 C.
I'puropos

IIpunoxenue

ITosi0:xeHnne 0 MeToaax U crnocodax 3amUThl HHGOPMALHMH B HHPOPMANMOHHBIX CHCTEMAX
NEePCOHANBHBIX JaHHBIX

I. O0mue moJs1oxeHus

1.1. Hacrosimee ITonoxxenue pazpaborano B coorBercTBUM ¢ [lonoxkeHnem 06 obecnieueHnu
0€30MacHOCTH NMEPCOHAIBHBIX TAHHBIX MPU UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX
NIEPCOHAIBHBIX JaHHBIX, YTBEPXKACHHBIM NocTaHOBIIeHNEM [IpaBurenscTBa Poccniickoit
®denepanuu OT

17 nosi6pst 2007 . N 781 (Cobpanme 3akoHonatenbcTBa Poccniickoit @eneparnuu, 2007, N 48,
cT. 6001), 1 ycTaHaBIMBAaET METO/bI U CLIOCOOBI 3aIUTHI HH(POPMAIIUU, TIPUMEHSEMBIE /TS
oOecrnieueHns 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX IPU UX 00paboTKe B HH(POPMALIMOHHBIX
cucTeMax NepCOHANbHBIX JAHHBIX (Janee - MHPOPMaIlMOHHBIE CHCTEMbI) FOCY1apCTBEHHBIMU
OpraHaMy, MyHULIUTIaJIbHBIMUA OpraHaMHU, IOPUANYECKUMHU WIH (PU3HUUECKUMU JTUIIAMH,
OPraHU3YIOIMMH U (HJTH) OCYIIECTBIISIONIUMHI 00pab0TKy MepCOHANBHBIX TaHHBIX, & TAKKE
OTIpeAeIIAIONIMMU 1EJIU U cofiepaHne 00pabOTKH MepCOHaIbHBIX JIAHHBIX (Jlajee - ornepaTop),
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WIX JIMLOM, KOTOPOMY Ha OCHOBaHMH JOTOBOpa onepaTop rnopydyaer o0padoTKy MepcoHaIbHBIX
JAHHBIX (J1aee - yIoJIHOMOYEHHOE JIULIO).

B nactosimem [lonoxeHnuu He paccMaTpUBaOTCS BOIIPOCH! 0OecieyeHns: 0€301MacHOCTH
MEPCOHATIbHBIX NAHHBIX, OTHCCCHHBIX B YCTAHOBJICHHOM IMOPAJAKE K CBCACHUAM, COCTABJIAOIINM
TOCY/apCTBEHHYIO TaifHy, a TAaK)Ke BOIIPOCHI TPUMEHEHUS KPUIITOTPadHUECKUX METOI0B U
CH0cO0OB 3aIUTH HH(OPMAITHH.

1.2.K MEeToaJaM U crocodam 3allIUThI I/IH(bOpMaHI/II/I B I/IH(l)OpMaHI/IOHHI)IX CHUCTCMax OTHOCATCA:

METOJIbI ¥ CHOCOOBI 3alUTHl HHPOPMAIHU, 00padaThIBaeMOIl TEXHUYECKHUMHU CPEICTBAMH
UH(POPMALIMOHHON CUCTEMBI, OT HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIYyYaifHOT0, JOCTyIa K
HepCOHAJILHBIM JaHHBIM, PE3YJITATOM KOTOPOT'O MOXKET CTaTh YHHUTOXKEHHUE, H3MEHEHHE,
OJIOKMpOBaHKE, KOITMPOBAHKE, PACIIPOCTPAHEHUE NTEPCOHATIBHBIX JAHHBIX, a TAKKE WHBIX
HECAaHKIIMOHUPOBAHHBIX JEHCTBHH (J1ajiee - METOBI M CIIOCOOBI 3aIUTHI HHYOPMALIUH OT
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA);

METO/BI M CIOCOOBI 3aLIUTHI peUeBO HH(POPMAIINH, a TAKKe WH(POPMAIINH, IPEICTABICHHON B
BUJIe MH(OPMATHUBHBIX 3JEKTPUUYECKUX CUTHAJIOB, PU3UUECKUX MOJIEH, OT
HECAaHKI[MOHMPOBAHHOIO JOCTYIIA K IEPCOHAIIBHBIM JJAHHBIM, PE3YyJbTaTOM KOTOPOIO MOXKET
CTaTh KOIMPOBAHUE, PACIIPOCTPAHECHHUE IIEPCOHAIBHBIX JAaHHBIX, & TAK)KE UHBIX
HECAaHKIIMOHUPOBAHHBIX IEHCTBUH (J1ajiee - METOABI M CIIOCOOBI 3alUTH HH)OPMAIHH OT YTEUKH
10 TEXHUYECKHUM KaHaJlam).

1.3. Inst BBIOOpA M peasin3aliii METOJIOB U CIIOCOOO0B 3aIUTH HH(QOpMAIK B HHPOPMALIMOHHOM
CHCTEME ONIePaTOPOM HIIM YIIOJTHOMOYCHHBIM JIMIIOM MOXET Ha3HAYaThCs CTPYKTYPHOE
Mo/Apa3iesIeHUe U JTOHKHOCTHOE JIUIIO (paObOTHUK), OTBETCTBEHHBIE 32 00ecreueHre
0€30I1aCHOCTH MIEPCOHAIBHBIX JaHHBIX.

Jlnst BBIOOpa U peanu3aiuyd METOIOB M CIIOCOOO0B 3aIUThl HH(pOpManu B UHOOPMAITMOHHON
CHUCTEME MOXKET MPUBJICKATHCS OpraHU3aIlus, uMeroias 0hOpPMIICHHYIO B YCTAHOBJIEHHOM
MOPSIIKE JIMIIEH3UIO Ha OCYILIECTBICHUE JEATEIbHOCTH MO TEXHUYECKOM 3aluTe
KOH(pHUICHIIMAITBHON HH(DOPMAITUH.

1.4. BeiOop u peanu3ariyisi METOJI0B U CIIOCOOOB 3aIlUThl HHpOpMaLUK B MH()OpMAITMOHHON
CHCTEME OCYIIECTBIISIOTCS HA OCHOBE OIPEAEISIEMBIX OIIEpaToOpoM (yIOJTHOMOYEHHBIM JIMIIOM)
yrpo3 6€30MacCHOCTH MEPCOHATIBHBIX JAHHBIX (MOJIENHN YIpo3) U B 3aBUCMMOCTH OT KJlacca
MH(OPMALIMOHHON CUCTEMBI, OIIPEJIETIEHHOT0 B COOTBETCTBUH ¢ [lopsiikoM mpoBeneHus
KJaccu(puKanuy UHHOPMAIIMOHHBIX CUCTEM IIEPCOHANBHBIX JIaHHBIX, YTBEPIKJICHHBIM PHUKA30M
OCTIK Poccun, ®Ch Poccun u Munnadopmcesszu Poccun ot 13 pespans 2008 r. N 55/86/20
(3apeructpupoBad MuHtoctoM Poccun

3 anpens 2008 r., peructpanmonsbsiil N 11462).

Mogenp yrpo3 pazpabaThiBaeTCsi HA OCHOBE METOAMYECKUX JOKYMEHTOB, YTBEPKICHHBIX B
COOTBETCTBUM C IyHKTOM 2 noctaHoBieHus [IpaButenscTBa Poccuiickon @enepannu ot 17
HOsA0ps 2007 r. N 781.

1.5. BoiOpaHHbIe U peaqu30BaHHbIE METO/IbI U CITIOCOOBI 3aLTUTHI HH(GOPMAIUU B
UH(POPMALIMOHHOM CUCTEME JI0JKHBI 00eCTIeYrBaTh HEUTPATU3AIMIO [TPEINOIaraeMbIX yrpo3
0€30MacHOCTH NMEePCOHATIBHBIX IAHHBIX MPU UX 00padboTKe B MH(OPMALIMOHHBIX CHCTEMaX B
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COCTaBe CO37aBaeMOM onepaTopoM (yImOJTHOMOUECHHBIM JIUIIOM) CUCTEMBI 3aIUThI
[IEPCOHAJIbHBIX JaHHBIX.

I1. MeToab! 1 criocoObI 32U THI HHGOPMALUH 0T HECAHKIIMOHUPOBAHHOIO I0CTYIIA

2.1. Metonamu 1 criocob6amu 3aIiuThl THPOPMALIUU OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA
ABJISIFOTCA:

peanu3anys pa3peinTeIbHON CHCTEMBI I0MYyCKa MoJib30BaTesei (00CIyKUBAIOIIEro NepcoHana)
K MH(POPMALIMOHHBIM pecypcaM, HHPOPMALIMOHHON CUCTEME U CBSI3aHHBIM C €€ UCTI0Ib30BAHUEM
paboTam, TOKyMEHTaM;

OrpaHUYCHUE JIOCTYIIA TI0JIh30BaTENICH B TIOMEIICHUS, I/Ie pa3MEIICHbl TEXHUYECKHUE CPE/ICTBA,
MO3BOJISIOIINE OCYIIECTBISATE 00PabOTKY MEePCOHANBHBIX TAHHBIX, 4 TAK)KE XPAHATCS HOCUTEIN
nHpopmanuu;

pasrpaHuueHHe JOCTYIa MMOJIb30BaTelNeil 1 00CITyKUBAIOIIETO IEpCOHaNa K HHPOPMAIIMOHHBIM
pecypcam, MpOrpaMMHBIM cpeicTBaM 00paboTKu (Tiepeaaun) 1 3aluThl HHQOpMaIHH;

peructpanus JeicTBui mosib3oBaTeneil 1 00CIyKUBaAIOLIETo NEPCOHANa, KOHTPOJIb
HECAaHKIIMOHUPOBAHHOTO JOCTYIA U ACUCTBHI MMOJIb30BaTENEH, 00CITY>KUBAIOIIETO EPCOHANA U
HOCTOPOHHUX JIMLL;

YUC€T U XpaHCHNUEC CbCMHBIX HOCHUTENCH I/IH(1)OpMaI_II/II/I H ux O6paIJ_ICHI/Ie, HCKIIIOYAKOMCe XUICHUC,
MNOAMCHY U YHUUYTOXKCHUC,

PE3CPBUPOBAHNEC TCXHUUCCKUX CPCACTB, I[Y6J'II/IpOBaHI/IC MaCcCHUBOB M HOCHUTEIICH I/IH(bOpMaI_[I/II/I;

HCIIOJIb30BaHUE CPECTB 3aIIUTHI HH(POPMAIMK, TPOIIESIIINX B YCTAHOBICHHOM MOPSAKE
IPOLEAYPY OLIEHKH COOTBETCTBUSI;

HCITIOJB30BaHHUC 3alllMIIICHHBIX KaHAJIOB CBA3H,

pasMelleHre TEXHUUYECKUX CPEJICTB, MO3BOJISAIOIINX OCYIIECTBIATH 00pabOTKY MEPCOHATBHBIX
JIAHHBIX, B IIPEJEIIax OXpaHsAEMON TEPPUTOPHH;

opraHu3arys GU3NIECKON 3aIUThI TOMENICHUH 1 COOCTBEHHO TEXHUYECKUX CPEJICTB,
MO3BOJIIOIINX OCYIIECTBISATH 00pabOTKy MEPCOHANBHBIX JaHHbIX;

IpeOTBpalleHHe BHEIPEHUSI B UH()OPMALIMOHHBIE CUCTEMbI BPEJOHOCHBIX IPOrpaMm
(mporpaMM-BHPYCOB) U MPOTPAMMHBIX 3aKJIAI0K.

2.2. B cucreme 3amuThl IEPCOHANBHBIX JaHHBIX HH()OPMAIIMOHHON CUCTEMBI B 3aBUCUMOCTH OT
KJ1acca UH(QOPMAIIMOHHOM CHCTEMBI U UCXOMS U3 YIpo3 O€30MaCHOCTH MEPCOHATbHBIX TAHHBIX,
CTPYKTYpPbI HH()OPMAIIMOHHON CHUCTEMBI, HAJTMYUS MEXKCETEBOTO B3aMMO/ICHCTBUS U PEKUMOB
00paboTKN NePCOHAIBHBIX JAHHBIX C UCIOJIb30BAaHUEM COOTBETCTBYIOLIMX METOIOB U CITIOCOOOB
3alIUThl UHQOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA peau3yloTcs QYHKIIUU yIPaBICHHS
JIOCTYIIOM, PETHCTPALIUU U yueTa, 00eCeueH sl LIEJIOCTHOCTH, aHaJIN3a 3alUIIEeHHOCTH,
oOecrieyeHns 6e30MaCHOr0 MEKCETEBOTO B3aUMOICHCTBUS H OOHAPYKEHHUS BTOPKEHUH.
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MeTtobl 1 crIOCOOBI 3aITUTHl HHPOPMAITUU OT HECAHKITMOHUPOBAHHOTO JOCTYTIA,
obecrieunBaroniye GyHKIUHA YIPABICHUS JOCTYIIOM, PETUCTPALIMH B Y4eTa, 00CCTICUCHHS
LIEJIOCTHOCTH, aHAJIM3a 3alUIICHHOCTH, 00ecreueHUs 0€30I1aCHOI0 MEXKCETEBOr0
B3aUMOJICHCTBUS B 3aBUCHMOCTH OT Kj1acca MH(OPMAIIMOHHON CUCTEMBI OIPEACIISTFOTCS
onepaTopom (yrmoJIHOMOYEHHBIM JIMIIOM) B COOTBETCTBUHU C MIPUIIOKEHUEM K HACTOSILEMY
[Tonoxxenuro.

2.3. B uH(opMaIoHHbIX CUCTEMAX, UMEIOIINX MOAKI0YeHHE K HH()OPMALIMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIM CETSM MEXAYHApOIHOTO HH(POPMALIMOHHOTO 0OMeHa (CeTSIM CBS3U
0011ero Moab30BaHus ), WIH MPH PYHKIIMOHUPOBAHUN KOTOPBIX MPEIYCMOTPEHO HUCIIOJIb30BAHNE
CBhEMHBIX HOCHTEJIeH HHPOPMALIUHU, UCIIOTIB3YIOTCS CPEACTBA aHTUBUPYCHOMN 3aIIUTHI.

2.4. ITpu B3aumoielicTBUM HHPOPMAIIMOHHBIX CUCTEM ¢ HH(POPMAITMOHHO-
TEJICKOMMYHUKAIMOHHBIMU CETSIMH MEXIYHAPOIHOTO HH(DOPMAIIMOHHOTO 0OMEHa (CeTsIMU
CBSI3H 00ILIEr0 MOJIb30BaHMUs) HAPSALY C METOJaMH U CIIOCO0aMH, YKa3aHHBIMH B ITyHKTE 2.1
HacTosmero [lonokeHus;, OCHOBHBIMU METOJJaMH M CITOCOOaMH 3aIIUTHI HH(pOpMAIHH OT
HECaHKIIMOHUPOBAHHOTO JJOCTYTIA SBIISIOTC:

MEXKCETEBOE SKPAaHUPOBAHUE C LIENIbIO YIIPABJIECHUS 10CTYIOM, (QUIbTPALIMM CETEBBIX AKETOB U
TPaAHCIISALUU CETEBBIX aJPECOB AJIsl CKPBITUSL CTPYKTYPhl HH(POPMALIMOHHON CUCTEMBI;

00Hapy>XeHHE BTOPKEHUN B UHPOPMALIMOHHYIO CUCTEMY, HAPYIIAOITUX UM CO3JAI0IINX
MPEOCHUIKY K HAPYIIEHUIO YCTAHOBJICHHBIX TpeOOBaHUM M0 00ecneueHn0 0€30MacHOCTH
MEPCOHAJIbHBIX JaHHBIX;

aHaJIN3 3allMIICHHOCTH MH(POPMAITMOHHBIX CUCTEM, TIPEATOJIAraOIIUI IPUMECHEHHUE
CIEIHATU3UPOBAHHBIX MPOTPAMMHBIX CPEJCTB (CKaHEPOB OE30MaCHOCTH);

3amuTa HHPOPMAITUH IIPH €€ TIepeade 1Mo KaHaIaM CBS3H;

HCIIOJIb30BaHUE CMAPT-KapT, DJIIEKTPOHHBIX 3aMKOB M IPYTHX HOCHUTENeH nHpopmanuu s
HaJeKHOW UIEHTU(DHUKAIIMY U ayTeHTU(UKAINY TTOJIh30BaTeINeH;

MCIIOJIb30BaHUE CPEJCTB AHTUBUPYCHOM 3aIIUTHI;

LEHTPaJIN30BaHHOE yIIPaBJICHUE CUCTEMON 3alIUThl IEPCOHABHBIX JaHHBIX HH()OPMALIMOHHON
CUCTEMBI.

2.5. Tlogxntouenre nH(GOPMALIMOHHBIX CUCTEM, 00pabdaThIBAIOIINX IOCYJapCTBEHHBIE
UH(POPMALIMOHHBIE PECYPCHI, K MH(POPMAITMOHHO-TEIEKOMMYHHKAIIHOHHBIM CETSIM
MEX1yHapOAHOr0 HH(POPMAIIMOHHOTO 0OMEHA OCYILECTBIISIETCSI B COOTBETCTBUU € Y Ka30M
[Tpesunenta Poccuiickoit @eneparuu ot 17 mapta 2008 r. N 351 "O mepax no obecredeHn o
uH(popMalnoHHOHN 6e3omacHocTy Poccuiickoit denepanyil pu UCIOIb30BaHUH
UH(POPMALIMOHHO-TEIEKOMMYHUKAITMOHHBIX CETeH MEXTyHapOAHOTO MH(POPMAIIMOHHOTO
obmena" (Cobpanme 3akoHoaarenbeTBa Poccniickoit @eneparuu, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. JIns obecrieueHuns: 6€30MaCHOCTH MEPCOHATBHBIX TAHHBIX MPU TOIKITIOYCHUH
WH()OPMAITMOHHBIX CUCTEM K HH(POPMAIIMOHHO-TEJICKOMMYHHUKAITMOHHBIM CETSIM
MEXIYHAPOAHOTO NHPOPMAITMOHHOTO 0OOMEHa (CeTSM CBSI3H 0OIIEro MOJIb30BaHU) C HEIbI0
MOJTY4eHUs 00IIe0CTYTHON HH(GOPMAITUH TTOMHUMO METO/IOB M CITIOCOO0B, YKa3aHHBIX B MTyHKTaX
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2.1 u 2.4 nacrosero [lonoxeHus, IPUMEHSIOTCS CIIEAYIOIINE OCHOBHBIE METO/IBI U CIIOCOOBI
3alUThl HH(OPMALMK OT HECAHKLIIMOHUPOBAHHOI'O 10CTYIIA:

GuIbTpanus BXOAAUIMX (MCXOASIIMX) CETEBBIX TAKETOB I10 MIPaBUJIaM, 33JJaHHBIM OIIEpaToOpoM
(YIOJTHOMOYEHHBIM JIULIOM);

nepnommecxnﬁ aHaJIn3 0e30I1aCHOCTH YCTAaHOBJICHHBIX MEXCCTEBBIX OKPaHOB Ha OCHOBE
HMMHUTaAIlMM BHCIIHUX aTakK Ha I/IH(i)OpMaL[I/IOHHBIG CUCTCMBI,

AKTUBHBIN ayauT 0€301aCHOCTH HH(POPMALMOHHOM CUCTEMBI Ha MPEIMET OOHAPYKEHUS B
pEXHMe peaJbHOTO BPEMEHH HECAaHKIIMOHUPOBAHHOM CETEBOW aKTHBHOCTH;

aHaJIU3 MPUHUMAEMON 0 UH(POPMALIMOHHO-TEIEKOMMYHUKALMOHHBIM CETSIM MEXKIYyHAPOTHOTO
uH(OPMAIIMOHHOTO 0OMEHa (CeTsSM CBSI3H OOIIEro MOJIb30BaHUs) HPOPMAIUH, B TOM YHCIIC Ha
HAJIMYUe KOMIBIOTEPHBIX BUPYCOB.

Jiis peanu3annm yka3aHHBIX METOJIOB U CIIOCOOOB 3alIUTHI HH(OPMAIIMH MOTYT IPUMEHSThCS
ME)XCETEBbIE SKpaHbl, CHCTEMbI OOHAPYKEHUs BTOPXKEHUH, CPEeICTBA aHAIN3a 3aIUIIEHHOCTH,
CHeMaIn3UpOBaHHbIE KOMIUIEKCHI 3aIMTHI ¥ aHaIN3a 3alUILEHHOCTH HHPOpMaIUK.

2.7. Ins obecnieueHuns: 6€30MacCHOCTU EPCOHANBHBIX JaHHBIX MPU YJAJIEHHOM JIOCTYIE K
UHPOPMALIMOHHON CUCTeME Yepe3 HH(DOPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHYIO CETh
MEXTYHAPOHOTO HHPOPMAITMOHHOTO 00MEeHa (CeTh CBS3H OOIIEro MOJb30BaHUs) TOMUMO
METOJIOB M CITIOCOOOB, YKa3aHHBIX B ITyHKTax 2.1 u 2.4 Hactosmiero [TonoxxeHust, MPUMEHSFOTCS
CJICAYIOIINE OCHOBHBIE METOJIBI U CIIOCOOBI 3alIUTHI MH(POPMALIUK OT HECAHKITMOHUPOBAHHOTO
JIOCTyTA!

NPOBEPKA MOUTMHHOCTHU OTIPABUTENS (YIAICHHOTO MOJIB30BATENIS) U IIETIOCTHOCTH
nepeaBaeMbIX 10 HH()OPMAITMOHHO-TEIICKOMMYHHKAITMOHHON CETH MEXKTYHAPOIHOTO
nH(GOPMaIIMOHHOTO 0OMeHa (CeTH CBSI3U OOIIETo MOIb30BaHUs) TaHHBIX;

yIpaBieHUE JOCTYIOM K 3alIHIIAeMbIM EPCOHAIBHBIM JIaHHBIM UH()OPMAIIMOHHOM CeTH;
HCIIOJIb30BaHUE aTPUOYTOB OE30MaCHOCTH.

2.8. lns obecrieyeHust 6€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX ITPH MEKCETEBOM
B3aWMO/ICHCTBUU OTJEIBHBIX HH()OPMAIIMOHHBIX CHCTEM Yepe3 HH()OPMAIHOHHO-
TEJIEKOMMYHHUKAIIHOHHYIO CETh MEXIyHAPOAHOT0 MH(OPMAIIMOHHOT'O 0OMEHa (CETh CBSI3U
001Iero nojab30BaHMUs) IOMUMO METOJIOB M CITIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
Hacrosero [TonoxxeHus, NPUMEHSIOTCS CIEAYIOIINE OCHOBHbBIE METOBI M CITOCOOBI 3alIUThI
UH(POPMALIUU OT HECAaHKITHOHUPOBAHHOTO JIOCTYTIA:

CO3/1aHHUE KaHaJa CBA3H, 00ECIIEYHBAIOLIETO 3aLIUTY IepeiaBaeMoil HHPOpMaIuy;

OCYIIIECTBIICHUE ayTEHTHU(PUKALUU B3aUMOICUCTBYIOIINX NH(OPMALIMOHHBIX CHUCTEM U MPOBEPKa
IOJIMHHOCTH I10JI30BATEJIEH U LIETIOCTHOCTHU MIEPEAABAEMBIX JaHHBIX.

2.9. Jlns obecrieueHus: 6€30MacHOCTU MEPCOHANBHBIX JaHHBIX MPU MEXKCETEBOM
B3aUMOJICHICTBUU OT/JENBbHBIX HH(OPMAIIMOHHBIX CUCTEM PA3HBIX OIEPATOPOB Yepe3
UH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHYIO CETh MEXTYHAPOIHOTO HH(POPMAIHOHHOTO 0OMEeHa
(ceThb CcBsI3M OOIIETO MOJIB30BAHMST) TOMUMO METO/IOB M CITIOCOOO0B, YKa3aHHBIX B MMyHKTax 2.1 u
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2.4 HaCTOAIICTO HOJIO)KGHI/IH, MNPUMCHSAIOTCSA CICAYIOIHUE OCHOBHBIC MCTOAbI U CIIOCOOBI 3alllUThI
I/IH(l)OpMaHI/II/I OT HCCAHKIMUOHHUPOBAHHOI'O JOCTYyIIA:

CO31aHHUC KaHalla CBA3H, O6CCHC‘II/IBaIOH_IeFO 3allUTy nepeﬂaBaeMoﬁ HH(bOpMaHHH;

ayTeHTU(UKaLKs B3aUMOJICHCTBYIOIUX WH(POPMAIIMOHHBIX CUCTEM H MPOBEPKA MOATHHHOCTH
I10JIb30BATEJIEH U LEIOCTHOCTH IIEPEJaBacMbIX JaHHBIX;

o0ecrieyeHne NpeA0TBPALEHNs BO3MOXKHOCTH OTPHUIIAHUS T0JIb30BaTeNIeM (akTa OTIIPaBKU
NEPCOHAIBHBIX JaHHBIX JIPYIrOMY [10JIb30BaTEIO;

obecrcucHue MpeaoTBpalICHHUA BO3SMOXHOCTU OTpULAHUSA ITOJIB30BATCIIEM (baKTa MOJIYYCHHA
INEPCOHATIBHBIX JAHHBIX OT APYIroro moJjJb30BaTCiisd.

2.10. OOMeH nepcoHaIbHBIMU JAaHHBIMH MTPH UX 00pab0TKe B MHPOPMAITMOHHBIX CUCTEMAaX
OCYILIECTBIISICTCS 10 KaHAJIaM CBSI3H, 3aIIUTa KOTOPBIX 00ECIIeUnBACTCS IyTEM pealn3anuu
COOTBETCTBYIOIMX OPTaHU3AIMOHHBIX MEp U (MJIM) IPUMEHEHUSI TEXHUYECKUX CPEICTB.

2.11. IoxkiroueHue HHPOPMAITMOHHON CHUCTEMBI K HH(OPMAIIMOHHOW CHCTEME IPYTOro Kiiacca
WM K UH(POPMAIIMOHHO-TEIEKOMMYHUKAIITMOHHON CETH MEXIyHapOAHOrO HH(OPMALIMOHHOTO
oOMeHa (CceTu CBsI3U 00ILEro MOJIb30BAHMS) OCYIIECTBIISIETCS C HCTIOIB30BAaHUEM MEKCETEBBIX
JKpaHOB.

2.12. TIporpamMmMmHOe 0OecTiCUeHHE CPEACTB 3aUThl HHGOPMAIIMH, IPUMCHSICMbBIX B
MH(POpPMAIIMOHHBIX cUcTeMax | Kiacca, MPOXOAUT KOHTPOJIb OTCYTCTBUS HEJEKIAPUPOBAHHBIX
BO3MOKHOCTEH.

HeobOxonumMocTsb npoBeieHUs: KOHTPOJI OTCYTCTBUS HEAECKIAPUPOBAHHBIX BO3MOYKHOCTEN
IPOTPaMMHOTr0 00ecIieueHHs CPEJICTB 3alUThl HH(POpMaIK, IPUMEHSIEMbIX B
MH(OPMALIMOHHBIX cUCTEMaX 2 U 3 KJIacCOB, ONPENEsIeTcs ONepaTopoM (YIOTHOMOYEHHBIM
JIUIIOM).

2.13. B 3aBucHMOCTH OT 0cOOEHHOCTEH 00pabOTKH NEPCOHATBHBIX JAHHBIX U CTPYKTYPbI
MH(OPMALIMOHHBIX CHUCTEM MOT'YT pa3padaTbiBaThCs U MPUMEHSATHCS APYTUe METObI 3aLIUThI
UH(pOPMAaLIUU OT HECAHKIIMOHUPOBAHHOT'O JI0CTYIIa, 00eCTIeYNBAIOIIIE HEHTPAIHU3ALIUIO YIPO3
0€30MacHOCTH NMEPCOHATIbHBIX JTAHHBIX.

ITI. MeToasb! 1 crioco0bl 321U THI HH(POPMALMH OT YTEYKH 10 TEXHHYECKHM KaHAJIAM

3.1. 3amura peyeBoii nHGopManuu U HHPOPMAIUH, IPEACTABICHHON B BUJE MHPOPMATHBHBIX
ANEKTPUUYECKUX CUTHAJIOB ¥ (PU3UYECKUX MOJIEH, OCYIIECTBISIETCS B CIIy4asx, KOTia mpu
OTIpeieIeHUH Yyrpo3 Oe30MaCHOCTH MEPCOHATBHBIX TAHHBIX U (JOPMUPOBAHUU MOJIENU YTPO3
MPUMEHUTEIHHO K WH()OPMAITMOHHON CHCTEME SIBJISIFOTCS aKTyaTbHBIMU YTPO3bl YTEUKH
aKyCTHUYECKOH peueBoil MH(OpMAILINU, YTPO3bl YTEUKU BUAOBON HHPOPMAIIH U YTPO3bl yTEUKH
nH(popMaIuu 1Mo KaHajgaM MOOOYHBIX IEKTPOMArHUTHBIX W3JIYYCHHUI ¥ HABOJIOK, OTIPeIeTICHHbIE
Ha OCHOBE METOJUYECKUX JOKYMEHTOB, YTBEPKICHHBIX B COOTBETCTBUU C ITYHKTOM 2
noctaHoByeHus [IpaButenscTBa Poccuiickoit @enepammu ot 17 HosiOpst 2007 . N 781.

3.2. JInst MCKITFOUEHHS YTEUKH MePCOHATBHBIX JAHHBIX 32 CYET MOOOYHBIX DJIEKTPOMArHUTHBIX
U3ITy4eHUH 1 HaBOJOK B MH(POPMAIIMOHHBIX CHCTeMax | Kilacca MOTYT MPUMEHSTHCS
CJIETYIONINE METOIBI U CITOCOOBI 3alTUThI HH(POPMAIIUH:
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HCIOJIb30BAHUC TCXHUYCCKUX CPCACTB B 3alIUIIICHHOM HCITIOJIHCHUH,

HCIIOJIb30BAHUC CPCACTB 3alIUThI I/IH(bOpMaL[I/II/I, npomeamnx B YCTAHOBJIICHHOM IOPAAKE
nmpoucaypy Ou€HKU COOTBETCTBUAA,

pasMCIICHUC 00BEKTOB 3alIMUTBI B COOTBCTCTBUHU C NPCANNCAHUCM Ha SKCILIyaTalluio,

pasMeleHre TOHMKAIOIINX TPAHC(POPMATOPHBIX MOJICTAHINN SIIEKTPOIUTAHHS U KOHTYPOB
3a3¢MJICHUS TEXHUYECKUX CPENCTB B IIPElieax OXPaHsIeMON TEPPUTOPHY;

o0ecrieueHne pa3BA3KH IETIei ANEKTPONUTAHNS TEXHUIECKUX CPEJICTB C TIOMOIIBIO 3aIIUTHBIX
GMIBTPOB, OIOKUPYIOMKX (ITOJABIAIONINX ) HH(POPMATHBHBIN CUTHAT,;

o0ecreyeHne 3IeKTPOMArHUTHOM pa3BA3KH MEXy JTUHUSAMU CBSI3U U APYTUMH LEISIMU
BCIIOMOTaTeJIbHBIX TEXHUYECKUX CPEJICTB U CUCTEM, BBIXOASILMMU 3a IIPEJIENIbl OXPAHIEMOMN
TEPPUTOPUH, U UHPOPMALMOHHBIMU LEMSIMHU, 10 KOTOPBIM LIUPKYJIUPYET 3alUIacMast
uH(popMaus.

3.3. B uH(pOpMaMOHHBIX cHcTeMax 2 Kiacca st 00paboTKi HH(GOPMAIH UCTIONB3YIOTCS
Cpe/ICTBa BBEIYMCIUTEILHON TEXHUKH, YIOBICTBOPSIOIINE TPSOOBAHUAM HAIIHOHAIBHBIX
CTaHJAPTOB IO AIEKTPOMATHUTHONW COBMECTHUMOCTH, TI0 O€30IaCHOCTH U 3PTOHOMHYECKUM
TpeOOBaHUAM K CpeZCTBAM O0TOOpaXeHUSI HH(POPMAIIH, TI0 CAHUTAPHBIM HOpMaM,
IPEIbABISEMBIM K BHICOTUCTUICHHBIM TEPMHUHAIAM CPEJICTB BRIYMCIUTEIHLHON TEXHUKH.

3.4. Ilpu npuMeHeHnu B HH(GOPMAIIMOHHBIX CUCTeMaX ()YHKIIMU TOJIOCOBOTO BBOJA
HEPCOHAIBHBIX JAHHBIX B HUH(OPMALIMOHHYIO CUCTEMY WJIM (PYHKLIMU BOCIPOU3BEICHUS
UHPOPMALIUN aKyCTHUYECKUMU CPEICTBAMH WH(POPMAIIMOHHBIX CHCTEM JIJIsl UH()OPMAITHOHHON
cucTeMsl | Kilacca peaau3yrTCsl METOJIbl U CIIOCOOBI 3aIUThl aKyCTHYECKOH (peueBoit)
uH(pOpMaLUH.

Metobl 1 cIOCOOBI 3aLUTHI aKYCTUYECKOH (peueBoil) MH(POPMALIUHU 3aKITI0YAOTCS B
peanu3aiyy OpraHu3alMOHHbBIX U TEXHUYECKUX Mep JUIsl 0OecTieueHus 3ByKOM30JIALIUN
OTpaXTAIOUINX KOHCTPYKIUI MOMELIEHUH, B KOTOPBIX pacroioskeHa HH(OpMaIMoHHasI
CUCTEMA, UX CHUCTEM BEHTHJIALIUU U KOHIUIMOHUPOBAHMSI, HE IO3BOJISIIOIIEN BECTH
IPOCITYIIMBaHUE aKyCTHUECKOH (peueBoit) HH(OpMaIMK IIPU TOJIOCOBOM BBOJIE€ IEPCOHATBHBIX
JAHHBIX B UTHPOPMAIIMOHHOM cHCTEME WM BOCTIPOU3BEACHUH HH(OPMALIUN aKyCTHUECKUMHU
CpEICTBaMH.

BennunHa 3ByKOM30JISAIMU ONPENENSIETCs] ONEpaTOPOM MCXO0JIS U3 XapaKTEPUCTUK MOMEIICHNUS,
€ro pacIoIoKeHUs U 0COOEHHOCTE 00pabOTKH MEePCOHATBHBIX TaHHBIX B MH(GOPMAIIMOHHON
CHCTEME.

3.5. Pa3memienue ycTpoicTB BbIBO1a MH(GOPMAIIUU CPEACTB BHIYUCIUTENBHON TEXHUKH,
UH(POPMALIMOHHO-BBIYHCIUTENBHBIX KOMIIJIEKCOB, TEXHUYECKHX CPEACTB 00pabOTKU
rpaduueckoil, Buieo- 1 6ykBeHHO-IIU(GPOBOH HHPOPMAIINH, BXOAAIIUX B COCTAB
UH(POPMALIMOHHOM CUCTEMBI, B IOMEIIEHUIX, B KOTOPHIX OHU YCTaHOBJIEHBI, OCYIIECTBISETCS
TakUM 00pa3zoM, yTOObI OblJIa HCKJIF0YE€HA BO3MOKHOCTH IIPOCMOTPA MOCTOPOHHUMHU JINLIAMU
TEKCTOBOH U rpaduuecKoil BUI0BOM HH(pOpMAIMH, COAEpIKaIllel NepCOHAIbHbBIE JaHHbIE.

IIpunoxxenue k I[lonoxeHnI0
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MGTO,Z[bI U CIIOCOOBI 3alllUThI I/IH(I)OpMaI_II/II/I OT HCCAHKIIMOHHUPOBAHHOI'O NOCTYIIA B 3aBUCUMOCTH
OT KJIaCcCa I/IH(l)OpMaHI/IOHHOI;’I CHCTEMBI

1. MeToab! 1 criocoObI 3aIUTH HH(GOPMAIMH OT HECAHKIIMOHUPOBAHHOTO IOCTYIA IS
oOecrieyeHns 6€30MACHOCTH MEPCOHATBHBIX JAHHBIX B MH(OPMAIIMOHHBIX cCcTeMax 4 Kiacca U
11e71ecO00Pa3HOCTh UX MPUMEHEHUS OIPEICIAIOTCS OTEePaTOPOM (YHOTHOMOYEHHBIM JIULIOM).

2. Metonbl ¥ coco0BI 3alIUTH HHPOPMALIUK OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA,
oOecneunBaroIue GyHKINUU YIPaBICHUs JOCTYIOM, PETUCTPALUU U yueTa, 00eCIeyeHUs
[EJIOCTHOCTU M 0€30MaCHOr0 MEKCETEBOTO B3aMMOACHCTBUS ISl UH(OPMAIIMOHHBIX CUCTEM 3
KJiacca.

2.1. s nHPOPMAITMOHHBIX CUCTEM 3 KJIacca MPH OTHOIIOJIL30BATEILCKOM PEeXHME 00padOTKH
MEPCOHATBHBIX JaHHBIX MPUMEHSIOTCS CIICTYIOIINE OCHOBHBIC METO/IBI M CIIOCOOBI 3aIIUTHI
nHpopmanuu:

a) yIpaBJIEHUE JIOCTYIIOM:

UACHTU(UKAIMS U IPOBEPKA MTOJAJTMHHOCTH T0JIb30BATENIS IPU BXOJE B CUCTEMY
UH(POPMALIMOHHOM CUCTEMBI 110 MAPOJII0 YCIOBHO-TIOCTOSHHOTO ACHCTBUS JUIMHON HE MEeHee
IecTH OyKBEHHO-IIU()POBBIX CHMBOJIOB;

0) peructpauus u y4er:

perucTpanys Bxoa (BbIX0/1a) IMOJIb30BATENs B CUCTEMY (M3 CUCTEMBI) JINOO PEerHCTpanus
3arpy3Kd M1 MHUIMAIU3ALUK ONIEPALMOHHON CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructpanus BbIxosia u3 CUCTEMBI WIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cUCTeMBl. B mapamerpax perucrpannu ykas3blBaloTCs JaTa u
BpeMs Bxoja (BbIX0/1a) TIOJIb30BATENSI B CUCTEMY (M3 CUCTEMbI) WJIH 3arpy3Ku (OCTaHOBA)
CUCTEMBI;

YUCT BCEX 3alllMIIACMBIX HOCHUTEJICH I/IH(bOpMaIII/II/I C IMOMOUIBIO UX MAPKHUPOBKH U 3aHCCCHUC
YUYCTHBIX JAHHBIX B XXYpPHAJ YUCTA,

B) o0OecIieueHne 1eTOCTHOCTH

o0ecrneyeHre HeIOCTHOCTH IPOrPaMMHBIX CPECTB CUCTEMBI 3alllUThl IEPCOHATBHBIX JTAHHBIX,
oOpabatbiBaeMoil MH(OpPMAIMH, a TAKXKE HEM3MEHHOCTh NMporpaMMHOM cpebl. [Tpu sTom
LEJIOCTHOCTh IPOrPaMMHBIX CPEJCTB MPOBEPSIETCS MPH 3arpy3Ke CUCTEMBI 110 HATMUUIO UMEH
(uneHTH(HUKATOPOB) KOMIIOHEHTOB CUCTEMBI 3allIUTHI IEPCOHANIBHBIX JTAHHBIX, IIEIOCTHOCTh
IIPOrpaMMHOM cpejibl 00eceunBaeTcsl OTCYTCTBUEM B HH()OPMALIMOHHON CUCTEME CPENICTB
pa3paboTKU M OTIAAKH [IPOTPaMM;

¢u3nueckas oxpaHa MH(GOPMAIIMOHHON CHCTEMBI (TEXHUYECKHX CPEACTB U HOCUTENEH
uH(popMalnn), MpeaycMaTpUBaIoIas KOHTPOJIb JOCTYIa B IOMEIIEHNs HH(OPMaLlMOHHON
CUCTEMBI IOCTOPOHHUX JIMILI, HATMUUE HAJIEKHBIX MPENATCTBUHN /111 HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUS B TOMELIEHUSI HHPOPMAIIMOHHOM CHCTEMBI U XpaHWIHILE HOCUTEIeH
uHpOpMaINH;

NEepUOINYECKOe TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alIUTHI IEPCOHABHBIX TJAHHBIX IPU
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U M0JIb30BaTele HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, UMUTUPYIOIIMX ITOIBITKH HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;
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HaJINYUC CPCACTB BOCCTAHOBJICHUA CUCTCMBI 3alIIUTHI ICPCOHAJIbHBIX JJaHHBIX,
HpeIyCMaTPUBAIOIINX BEJCHUE ABYX KOIMI IPOrPaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aLHThI
uHpOpMaLINH, X IEPHOANYECKOE OOHOBJICHNE H KOHTPOJIb pab0TOCIIOCOOHOCTH.

2.2. lns nHPOPMALMOHHBIX CUCTEM

3 kJ1acca Mpu MHOTOTIOJIB30BATEIILCKOM PEXUME 00paOOTKH MEPCOHANBHBIX TAaHHBIX U PABHBIX
mpaBax JOCTyIa K HUM MOJIb30BaTeIeH MIPUMEHSIIOTCS CIEAYIONUE OCHOBHBIC METOIBI U
CIoCcoOBI 3aITUTHI HHPOPMAIIUHN:

a) yIpaBlieHUE I0CTYIIOM:

UICHTU(DUKAIHS U TIPOBEPKA MOJTMHHOCTH MOJIb30BATEIISI IIPH BXOJIE B CUCTEMY I10
uaeHTHGHUKATOPY (KOMY) U MAPOII0 YCIOBHO-TIOCTOSIHHOTO JCHCTBUS ITMHON HE MEHEE IIECTH
OYKBEHHO-ITU(POBBIX CHMBOJIOB;

0) peructpauus u y4er:

perucTpanys Bxoa (BbIX0/1a) MMOJIb30BATENs B CUCTEMY (M3 CUCTEMBI) JINOO PEerHCTpanus
3arpy3Kd M HHUIMAIU3ALMU OTIEPALlMOHHOM CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructpanus BbIxosia u3 CUCTEMBbI WJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cUCTeMbl. B mapamerpax perucrpanuu ykasblBaloTCs JaTa u
BpeMs Bxoa (BbIX0/1a) TIOJIb30BATENS B CUCTEMY (U3 CUCTEMBI) UJIU 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbITKU BX0/1a (yCIIEIIHAasl WK HeYyCIelHast);

y4eT BCeX 3alllUIaeMblX HOcUTeNel HH(POPMaIUK ¢ TOMOIIBIO UX MAPKUPOBKU U 3aHECEHHE
YYETHBIX JIAHHBIX B KypHaJ y4eTa;

B) o0OecIieueHue 1eJTOCTHOCTH

o0ecreyeHne 1eTIOCTHOCTH MPOTPaMMHBIX CPEJCTB CUCTEMBI 3aIIUThl IEPCOHANBHBIX JIaHHBIX,
oOpabarbeiBaeMoOl HH(pOpMAINH, a TAK)KE€ HEM3MEHHOCTh ITPOrpaMMHOI1 cpeabl. [Ipu aTom
LIEJIOCTHOCTb IPOIPAMMHBIX CPEJCTB MPOBEPSETCS MPH 3arPy3Ke CUCTEMBI 110 HAIMYUIO UMEH
(ueHTU(UKATOPOB) KOMIIOHEHTOB CUCTEMBI 3aLUTHI IEPCOHANIBHBIX JaHHBIX, a IIEIOCTHOCTh
IPOTPaMMHOM cpe/ibl 00ecTIednBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CHCTEME CPENICTB
pa3pabOTKU U OTJIAJKH MPOTPaMM BO BpeMsi 00paOOTKU U (WJIH) XpaHSHHS 3alUIIIaeMOM
uHpOpMaInH;

¢uznueckas oxpaHa HHGOPMALIMOHHON CUCTEMBI (YCTPOICTB M HOCUTENEH NHPOpMaIUN),
npeaycMaTpuBarolas KOHTPOJIb JOCTYIA B MOMEIEHHs HH(POPMAIIMOHHOMN CUCTEMBbI
MOCTOPOHHUX JIII, HATMYUE HAJICKHBIX MPENATCTBUH JIJIs1 HECAaHKIIMOHUPOBAHHOTO
POHUKHOBEHUS B MOMELICHNU HHPOPMALIMOHHOM CUCTEMBI U XPaHUJIMILE HOCUTEIEH
uH(pOopMaLnu;

NEePUOANYECKOE TECTUPOBAHNE (DYHKIIUN CUCTEMBI 3aIIUThHI IEPCOHATBHBIX JaHHBIX IPU
U3MEHEHHUHU TPOTrPaMMHOMN Cpeibl U MOJIb30BaTee HHPOPMALIMOHHON CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, IMUTUPYIOIIHX MTONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYINA;

HaJIMYUe CPEACTB BOCCTAHOBJIEHUSI CUCTEMBI 3aIUTHI IEPCOHATBHBIX JTaHHBIX,
IIPEyCMAaTPUBAIOLIMX BEJICHUE IBYX KOIHUK IPOIPAaMMHBIX KOMIIOHEHTOB CPEACTB 3allUTHI
UH(pOPMaLIUH, UX IEPUOANYECKOE OOHOBJIEHNE U KOHTPOJIb pab0TOCIIOCOOHOCTH.
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2.3. lnst "HPOPMALIMOHHBIX CUCTEM

3 kJ1acca Mpu MHOTOTOJIB30BATEIBCKOM PEKUME 00paOOTKHU MEPCOHANIBHBIX TAHHBIX U PA3HBIX
IpaBax JI0CTyna K HUM I0JIb30BaTelIel NPUMEHSIOTCS CIIAYIONIEe OCHOBHBIE METOBI U
CHOCOOBI 3aIUTHI HH(OPMALIHH:

a) yIpaBlieHUE I0CTYIIOM:

UACHTU(UKALMS U IPOBEPKA MOJIMHHOCTH 10JIb30BATENs IPU BXO/IE€ B CUCTEMY I10 IAPOJI0
YCIIOBHO-TIOCTOSTHHOTO ICHCTBHS JUIMHOW HE MEHEe IeCTH OYKBEHHO-IIU(PPOBBIX CHMBOJIOB;

0) perucTpanus u y4er:

peructparms Bxoja (BbIX0/Ia) MOJIb30BATENS B CUCTEMY (U3 CHCTEMBI) JIHOO PETUCTpaIus
3arpy3Ku ¥ HHUIIAATH3AIIH ONEPAIIMOHHON CUCTEMBI U €€ TPOTrPAMMHOTO OCTaHOBA.
Perucrparus BpIX01a U3 CUCTEMBI WIIM OCTAHOBA HE TIPOBOJIUTCS B MOMEHTBI aIllapaTypHOro
OTKJIFOUCHUS HHPOPMAITMOHHON CHCTEMEI. B mapameTpax perucrpamuu yKa3plBaloTCs JaTa U
BpeMsi BXoa (BbIX0/a) MOJB30BaTeNsl B CUCTEMY (M3 CUCTEMBI) WM 3arpy3Ku (OCTaHOBA)
CUCTEMBI, pe3yJIbTAT MOMBITKA BX0/1a (YCICIIHAS WM HeyCIIenTHas ), UACHTHPUKATOP (KO WIIN
(bamuITus) OJB30BATEIISI, TPEbSIBICHHBIHN IIPH MOMBITKE JOCTYIIA;

y4eT BCeX 3alllUIaeMblX HOcUTeNel HH(POPMaIK ¢ TOMOIIBIO UX MAPKUPOBKU U 3aHECEHHE
YUETHBIX JAHHBIX B )KypHaJl yueTa C OTMETKOI 00 uX Bblaye (IIpHeMe);

B) o0ecrieueHue IeIOCTHOCTH:

o0ecreyeHue 1eIOCTHOCTH MPOTrPaMMHBIX CPEJCTB CUCTEMBbI 3aLUThI IEPCOHAIBHBIX TAaHHbIX,
oOpabarbiBaeMoil HH(OpPMAIIHH, a TAK)KE HEM3MEHHOCTH MPOrpaMMHOU cpenbl. [Ipu aTom
LIEJIOCTHOCTh IPOIPAMMHBIX CPEICTB MPOBEPSIETCA MIPH 3arPy3Ke CUCTEMBI 10 KOHTPOJIBHBIM
CyMMaM KOMITOHEHTOB CPEJICTB 3alUThl HHPOPMAIMH, a EJTOCTHOCTh IPOrPaMMHON Cpeibl
o0ecreynBaeTcst HCI0JIb30BaHUEM TPAHCIIATOPOB C SI3bIKOB BHICOKOTO YPOBHS U OTCYTCTBHEM
cpeacTB Moau(pUKalMi 00BEKTHOTO KOJ/Ia IPOrpaMM B Ipoliecce 00paboTKH U (MIIM) XpaHEHUs
3alMIaeMon HHdopmaruy;

¢u3ndeckas oxpaHa MHGOPMAIIMOHHON cHCTeMBI (YCTPOHCTB M HOCUTENeH HH(DOpMAIUH),
npeaycMaTpUBaroIias KOHTPOJIb JOCTYIA B ITOMEIIEHHSI WHOPMAIIMOHHON CHCTEMBI
[OCTOPOHHUX JIMLI, HAJTMYUE HAJEKHBIX MPETATCTBUH /11 HECAHKIIMOHUPOBAHHOTO
NPOHUKHOBEHUS B MOMENICHNUS HHPOPMAIIMOHHOW CUCTEMBI U XPaHUJIHIIE HOCUTEIEH
uHpOpMaInH;

NepPUOANYECKOE TECTUPOBAHNE (DYHKIIUN CUCTEMBI 3aIIUThI IEPCOHATIBHBIX JAHHBIX IIPU
U3MEHEHHUHU IPOTrpaMMHOMN Cpeibl U MOJIb30BaTese HHPOPMALMOHHON CUCTEMBI C TIOMOLIBIO
TECT-IIPOrpamMM, IMUTUPYIOIIHX MTONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYINA;

HaJIMYUe CPEACTB BOCCTAHOBJIEHUSI CUCTEMBI 3aIUTHI IEPCOHATBHBIX JaHHBIX,
IIPElyCMAaTPUBAIOLIUX BEJICHUE IBYX KOINUH IPOrPaMMHBIX KOMIIOHEHT CPEJCTB 3aIUThI
UH(pOPMaLINH, X IEPUOANYECKOE OOHOBIIEHNE U KOHTPOJIb pab0TOCIIOCOOHOCTH.

2.4. bezonacHoe MexceTeBOe B3auMoJIeHCTBUE 1711 UH(POPMALIMOHHBIX CUCTEM

3 kiacca IIpHU UX MOAKIIFOUCHUHA K CCTAM MCKAYHAPOIAHOT'O I/IH(I)OpMaI_II/IOHHOFO 06MeHa, a TaKXKe
JJIA paclpeaCICHHBIX HH(i)OpMaHI/IOHHBIX cucTeM 3 Kiacca IIpH UX pasgcjICHUN Ha IMOACUCTEMBI
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JIOCTUTAETCS IMTyTeM IPUMEHEHHSI CPEICTB MEKCETEBOTO SKPAHUPOBAHUS (MEKCETEBBIX
9KpPaHOB), KOTOPbIE 00ECIICUYNBAIOT:

GuIbTpaIMIO HA CETEBOM YPOBHE ISl KaXKIOTO CETEBOT0 ITaKeTa He3aBUCUMO (pelleHHE O
(buIbTpAIUM MPUHUMAETCS Ha OCHOBE CETEBBIX aJ[PECOB OTIIPABUTEIS U MOTy4YaTeIIsl MU Ha
OCHOBE JIPYTUX 3KBUBAJICHTHBIX aTpUOYTOB);

UACHTU(DHUKAIMIO ¥ AYTCHTH(PHUKAIUIO aIMHHICTPATOPA MEKCETEBOTO IKpaHa IMPH €ro
JIOKAJIBHBIX 3alpocax Ha JOCTYI MO UASHTU(UKATOPY (KOIY) U HApOIII0 YCIOBHO-TIOCTOSTHHOTO
JIehCTBHS,

perucTpanuo Bxojia (BbIxoa) aIMUHUCTPATOPA MEKCETEBOI0 SKPaHA B CUCTEMY (U3 CUCTEMBbI)
100 3arpy3Kky U MHUIMATU3ALKUN CUCTEMBI M €€ TPOrPaMMHOT0 OCTaHOBA (PETrUCTpalrs BhIXOAA
U3 CUCTEMbI HE TPOBOJIUTCSA B MOMEHTHI alnapaTypHOro OTKJIIOYEHHUSI MEKCETEBOT0 IKpaHa);

KOHTPOJIb LIEJIOCTHOCTH CBOEH IMPOTrPaMMHON U HH()OPMAITHOHHON YacTH;

(GUIBTPALINIO TAKETOB CITYKEOHBIX POTOKOJIOB, CITYXKAIUX JUIS AMAarHOCTUKH U YIPaBIICHHS
paboToii CeTeBBIX YCTPOUCTB;

BOCCTAQHOBJICHHE CBOMCTB MEKCETEBOI'0 9KpaHa I1oCJIC c00EeB U 0TKa30B 060py110BaH1/191;

periIaMeHTHOE TECTUPOBAHKE PEATM3AlHU MPAaBUII GUIIBTPALINH, IPOLIECCa WACHTUDUKAIINH U
ayTeHTU(UKALUU aIMUHUCTPATOPA MEXKCETEBOr0 SKpaHa, Ipoliecca perucTpauu JeicTBuit
aIMMHHMCTPATOPa MEKCETEBOI0 SKpaHa, IPOLecca KOHTPOIIA 3a LEJOCTHOCTBIO IPOrPaMMHON U
UH(POPMALIMOHHOM YacTu, MPOLEeAYpbl BOCCTaHOBIICHHS.

Me:xcereBble 3KpaHbl, KOTOPbIE 00ECTIEYNBAIOT BHINIOJHEHUE YKA3aHHBIX BbIllE (YHKIUH,
IPUMEHSIOTCS B paclpeesieHHbIX HH(OPMALMOHHBIX cucTeMax 2 U 1 Ki1accoB MpH ux
pa3feneHUH Ha OT/EIbHbIE YacTH.

[Tpu paznenennn HHGOPMAITMOHHON CUCTEMBI IIPU TTOMOIIIM MEXKCETEBBIX SKPAHOB HA
OTJIeJIbHBIE YaCTH CUCTEMBI JUI yKa3aHHbBIX YaCTeH CUCTEMbI MOKET YCTaHABIMBAThCs Ooliee
HU3KHH Ki1ace, yeM A1 UH(POPMallMOHHON CUCTEMBI B 1IEJIOM.

3. MeTo/ibl M c1IOCOOBI 3aIUTHI MHPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
oOecrnieunBaromye QyHKINUN yIIPaBiIeHUs JOCTYIIOM, PETUCTPALIUU U y4eTa, 00eCeYeHU st
LIEJIOCTHOCTU M O€3011aCHOI0 MEKCETEBOT0 B3aUMOIEUCTBUS /17151 UH()OPMAIIMOHHBIX CUCTEM 2
KJ1acca.

3.1. JInst uHpOpMAIIMOHHBIX CUCTEM

2 KJ1acca Mpu OJTHOTOIB30BaTENILCKOM peKuMe 00pabOTKH NMepCOHATBHBIX JAHHBIX
NPUMEHSIOTCS BCE METO/IbI U CIIOCOOBI 3aIIUTHl MHPOPMALIUU OT HECAHKITMOHUPOBAHHOT'O
JIOCTyTa, COOTBETCTBYIOIINE NH(DOPMALIMOHHBIM CUCTEMaM 3 Kiiacca Ipu
OJTHOTIOJIb30BATEIBCKOM PEXHME 00pPaOOTKH.

3.2. JInst uHpOpMAITMOHHBIX CUCTEM

2 KJ1acca Mpy MHOTOTMOJIb30BATENIbCKOM peKUMe 00pabOTKH MEPCOHATBHBIX TaHHBIX U PaBHBIX
npaBax JOCTyIa K HUM MOJIb30BaTese MPUMEHSIOTCS BCe METO/IbI U CIIOCOOBI 3aIUTHI
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UH(pOpPMALIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA, COOTBETCTBYIOLIHE WH(POPMAIIMOHHBIM
cucTteMaM 3 Kjiacca Ipy MHOTOII0JIb30BaTEILCKOM PekUMe 00pabOTKH EPCOHATIbHBIX JAHHBIX U
PaBHBIX IIPaBax JOCTyIA K HUM I10JIb30BaTEICH.

3.3. ns uHpOpMaIMOHHBIX CHCTEM

2 KJj1acca Ipyu MHOT'OIIOJIb30BATENBCKOM PEXXUME 00pabOTKU MEPCOHAIBHBIX JTAaHHBIX U Pa3HBIX
IpaBax J0CTyIa K HUM I10JIb30BaTelIed pealn3yloTcsi BCE METO/IbI U CLIOCOOBI 3aIIUThI
UH(pOpPMALMU OT HECAHKIIMOHUPOBAHHOI'O 10CTYIa, COOTBETCTBYIOLIME HH(OPMALIUOHHBIM
cucTeMaMm 3 KJjiacca IpH MHOTOIIOJIb30BATEILCKOM PEeXUME 00pabOTKH MEPCOHATBHBIX JAHHBIX U
pa3HbIX [IPABaX JIOCTYyIA K HUM I10JIb30BaTEIIEH.

3.4. be3ornacHoe MEXCETEBOE B3aMMOICHCTBHE JIJIs1 HH(DOPMAITMOHHBIX CUCTEM

2 KJ1acca MpHu UX MOAKIIOUECHUH K CETSIM MEKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHA
JIOCTUTACTCS ITyTeM ITPUMEHECHHSI CPEJICTB MEKCETEBOT'O IKPAaHUPOBAHUS, KOTOPHIE
00ecreunBaroT:

(UIBTPALUIO HA CETEBOM YPOBHE HE3aBUCUMO JIS KXKJIOTO CETEBOI0 MaKeTa (PEeIIeHUe O
(GuIbTpaluy NIPUHUMAETCS HAa OCHOBE CETEBBIX aJIPECOB OTIPABUTENS U MOIydaTessl UM Ha
OCHOBE JIPYTUX 3KBUBAJICHTHBIX aTpUOyTOB);

(UIBTpAINIO MTAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKAIIUX JIJIsl AUATHOCTUKH U YIIPABJICHUS
paboTol CEeTEBBIX YCTPOUCTB;

q)HHBTpaI_II/IIO C Y4E€TOM BXOJHOT'O U BBIXOAHOI'O CETCBOI'O I/IHTep(beﬁca KaK CpCICTBa IIPOBCPKU
MOJJIMHHOCTU CCTCBLIX aIpCCOB;

q)HHLTpaI_II/IIO C yueTOM JIFOOBIX 3HAYMMBIX ITOJIEH CETEBBIX IIaKCTOB,

PETUCTPALMIO U y4eT GUIBTPYEMbIX MTAKETOB (B MapaMeTpbl pErUCTPalliK BKIIIOYAIOTCA a/Ipec,
BpeMsI U pe3yJIbTaT QUIbTPAINN);

UACHTU(DHUKAIIIO ¥ ayTeHTH(PHUKAIIUIO aAMHHUCTPATOPA MEXKCETEBOT0 HKpaHa MPH €ro
JIOKAJBHBIX 3apocax Ha JOCTYII M0 UACHTU(PUKATOPY (KOY) U MAPOJII0 YCIOBHO-TIOCTOSIHHOTO
JIENCTBUS,

perucTpanmio Bxoja (BbIxo/1a) aAMMHUCTPATOPA MEXCETEBOI0 SKpaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Ky U MHUIMATU3ALKUN CUCTEMBI M €€ TPOrPaMMHOT0 OCTaHOBA (PEruCTpalys BbIXOAa
U3 CUCTEMBI HE TIPOBOJUTCS B MOMEHTHI alllapaTypHOro OTKJIFOUYEHUSI MEXCETEBOT0 IKPaHa);
pETUCTpAIMIO 3allycKa IIPOrpaMM U IpoIeccoB (3aJaHui, 3a/1a4);

KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOrpaMMHOM M MH()OPMAIIMOHHON YacTu;

BOCCTaHOBJIEHHE CBOMCTB MEXCETEBOI0 SKpaHa Mocje cO0eB U 0TKa30B 000Py10BaHMS;
perJaMeHTHOEe TECTUPOBAHME peau3alui IpaBuil GUiIbTpALluH, IPoliecca PerucTpalum,
nporiecca HJIeHTHU(PUKALMY U ayTeHTH(PHUKAIUK aIMUHICTPATOpa MEKCETEBOT0 dKpaHa,

IpoIliecca PErucTpaluy ISHCTBUI aIMUHUCTPATOPa MEXKCETEBOTO IKpaHa, MpoIecca KOHTPOJIS
3a IEJIOCTHOCTBIO IPOTPAMMHOM U MH(POPMAITMOHHOW YaCTH, MPOIIETyPbl BOCCTAHOBJICHHUSI.
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4. Metoabl 1 criocoOBI 3alUTHI HH(POPMAIIMK OT HECAHKLIIMOHUPOBAHHOT'O JIOCTYTIA,
oOecrnieunBaromye GyHKIHUU yIIPaBICHUs JOCTYIIOM, PETUCTPALIUU U ydeTa, 00ecreueHUs
[EJIOCTHOCTU M 0€30MacHOT0 MEKCETEBOTI0 B3aUMOICHCTBUS 111 HH()OPMAIIMOHHBIX CUCTEM |
KJ1acca.

4.1. 1nst uHPOPMAIIMOHHBIX CUCTEM

1 kmacca mpu OJHOIIONIB30BATEIHCKOM PEXKUME 00Pa0OTKH NEPCOHATBHBIX JaHHBIX
HNPUMEHSIOTCS CIIEAYIONIE OCHOBHBIE METOIBI M CIIOCOOBI 3aIUTH HH(pOpManuu:

a) yIpaBlieHUE I0CTYIIOM:

UAECHTU(PUKALMS U TIPOBEPKA MOJIMHHOCTH 10JIb30BATENS IPU BXOJIE B CUCTEMY I10 MApOJIO
YCIIOBHO-TIOCTOSTHHOTO ICHCTBHS JUIMHOW HE MEHEe IeCTH OYKBEHHO-IIU(PPOBBIX CHMBOJIOB;

0) perucTpanus u y4er:

perucrpaims Bxoja (BbIX0/1a) MOJIb30BATENsI B CUCTEMY (U3 CHCTEMBI), THOO0 PerucTparus
3arpy3Ku ¥ HHUIAATH3AIUHN OMEPAIIMOHHON CUCTEMBI M €€ TPOrPaMMHOTO OCTAaHOBA.
Perucrparus BbIX01a U3 CUCTEMBI WJIM OCTAHOBA HE MIPOBOJIUTCS B MOMEHTHI aIlllapaTypHOro
OTKJIFOUCHUS HHPOPMAITMOHHON CHCTEMEI. B mapameTpax perucrpaiuu yKa3plBaloTCs JaTa U
BpeMsl BXoa (BbIX0/1a) OJIb30BaTeNsl B CUCTEMY (M3 CUCTEMbI) WM 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTAT MOMBITKY BX0/1a (YCTICIIHAS WIH HEYyCIIeITHAs ),

perucTparys BeIJa4d MeYaTHBIX (Tpad)udecKuX) JOKYMEHTOB Ha OyMaKHBI HOCHTENh. B
napaMeTpax perucTpalliy yKa3bIBarOTCS JaTa M BpeMs Bbl1auu (0OpaleHus K MOJICUCTEME
BBIBOJIa), KPATKOE COJICp)KaHUE TOKYMEHTA (HAMMEHOBAaHUE, BUJI, KOJ), CIICIIU(UKAIUS
YCTPOICTBA BbIAAUM (JIOTUYECKOE UM (HOMEP) BHEIIIHETO YCTPOHCTBA);

YUCT BCEX 3alllMIIACMBIX HOCHUTEJICH I/IH(bOpMaIII/II/I C IMOMOUIBI0 UX MAPKHUPOBKH U 3aHCCCHUC
YUYCTHBIX JAHHBIX B XXYPHAJl YUCTA,

TyOMUPYIOMINIA yUeT 3alUIaeMbIX HOCUTENeH nH(pOpMaInu;

ouncTka (0OHyJIeHHEe, 003 TMYMBaHNE) OCBOOOXKIaeMbIX 001acTeil OrepaTUBHON aMATH
MH(OPMAIIMOHHON CUCTEMBI i BHEIIHUX HOCUTENEH HHpOpMaIny;

B) o0OecIieueHne 1eJTOCTHOCTH

o0ecreyeHne 1eTIOCTHOCTH MPOTPAMMHBIX CPEJICTB CUCTEMBI 3allUThl IEPCOHANBHBIX JIaHHBIX,
oOpabatbsiBaeMoOli HH(pOpMaINH, a TAK)KE€ HEM3MEHHOCTh ITPOrpaMMHOI1 cpeabl. [Ipu aTom
LIEJIOCTHOCTh IPOIPAMMHBIX CPEJCTB MPOBEPSETCS MPH 3arPy3KE CUCTEMBI 110 HAIMYUIO UMEH
(u1eHTU(UKATOPOB) KOMIIOHEHTOB CPEJICTB 3aLUTHl HH(POPMAIIUH, a IEJTOCTHOCTh
IPOTPaMMHOM cpe/ibl 00ecTIeYrBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CHCTEME CPENICTB
pa3paboTKU U OTJIAJIKH IPOrPaMM;

¢du3nueckas oxpaHa TEXHUYECKHX CPEICTB MHPOPMAIMOHHBIX CUCTEM (YCTPOICTB U HOCUTENEH
uH(pOopMalnn), IpeaycMaTpUBaIOIIasi MOCTOSTHHOE HAJIMYNE OXPAaHbl TEPPUTOPUHU U 3aHUS;
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NEPUOINIECKOE TECTUPOBAHUE (PYHKIUI CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX TAHHBIX IPU
U3MEHEHHUHU IPOTrPaMMHOMN Cpezibl U M0JIb30BaTe e HHPOPMALIMOHHON CUCTEMBI € TIOMOLIBIO
TECT-IIPOrPamMM, UMUTUPYIOIIKX ITOIBITKYH HECAHKIIMOHUPOBAHHOT'O JOCTYIIA;

HAJIMYUEC CPCACTB BOCCTAHOBJICHUA CUCTCMBI 3alIUTHI ICPCOHAJIbHBIX JaHHBIX,
HpeIyCMaTPUBAIOIINX BEJCHUE ABYX KOIMI IPOrPaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aLHThI
uHpOpMaLINH, X IEPHOANYECKOE OOHOBJICHNE H KOHTPOJIb pab0TOCIIOCOOHOCTH.

4.2. 1nst uHPOPMAIIMOHHBIX CUCTEM

1 kJmacca Mpy MHOTOIIOJIB30BATEIIBCKOM PEXXKUME 00paOOTKU MEPCOHANTBHBIX TAaHHBIX U PaBHBIX
mpaBax JOCTyIa K HUM MOJIb30BaTeIeH MIPUMEHSIIOTCS CIEAYIONUE OCHOBHBIC METOIBI U
CIoCcoOBI 3aITUTHI HHPOPMAIIUHN:

a) yIpaBlieHUE I0CTYIIOM:

UACHTU(UKAIMS U IPOBEPKA MOAJIMHHOCTH 0JIb30BATENIS IIPU BXOJE B CUCTEMY I10
UAECHTUPUKATOPY (KOAY) U HApOJII0 YCIOBHO-NIOCTOSIHHOTO JCHCTBUS AJIMHON HE MEHEE IIEeCTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

UACHTH(DHUKAINS TEXHUICCKUX CPEICTB HHPOPMAITMOHHBIX CUCTEM U KaHAJIOB CBSI3H, BHCIITHUX
YCTPOMCTB HH(POPMAILIMOHHBIX CUCTEM IO UX JIOTUYECKUM ajipecam (HoMepam);

UIeHTH(UKAIMS IPOrpaMM, TOMOB, KaTaJloroB, (hailyioB, 3anucei, mojei 3anucei No IMEeHaM;
0) peructpauus u y4er:

peructpanus Bxoaa (BbIX0/1a) IOJIb30BaTENs B CUCTEMY (M3 CUCTEMBI), TUOO perucTpanus
3arpy3Kd M MHUIMAIU3ALMK OTIEPALlMOHHOM CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructparnus BbIxo/ia U3 CUCTEMBI WIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS MHPOPMALIMOHHOM cUCTeMBl. B mapamerpax perucrpannu ykas3blBatoTCs JaTa u
BpeMs BXoa (BbIX0/1a) TIOJIb30BATENSI B CUCTEMY (M3 CUCTEMBI) UJIH 3arpy3KHu (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMBITKU BX0/1a (yCIIEIIHAsl WK HeyClelHas ), UAeHTU(GUKATOp (KO UIIH
(bamuMs) oJIL30BaTeNsl, IPEIbABICHHBINA IPU MOMBITKE AOCTYIIA;

perucTpaius BbIAauu NeYaTHBIX (TpaduuecKux) TOKYMEHTOB Ha OyMa)kHBIN HOCUTENb. B
napameTpax perrucTpanny YKa3bIBAIOTCS JaTa U BpeMs BbIIauu (0OpaleHus K MoICUCTeMe
BBIBOJIa), CcielU(UKAIIMSI YCTPOMCTBA BBIAAUM (JIOTUYECKOE UM (HOMEP) BHEIITHETO
YCTPOMCTBA), KpaTKoe Co/epKaHNue JOKYMEHTa (HauMeHOBaHue, BUJ, udp, Kox),
UICHTU(PHUKATOP MOJIB30BATENS], 3alIPOCUBILIETO IOKYMEHT;

peructpanus 3amnycka (3aBepleHHs) IporpaMM M MPOLECcCoB (3alaHui, 3a1ay),
npeHa3HaYeHHBIX JIJIs1 00pabOTKH NepCOHAIbHBIX JaHHBIX. B mapameTpax peructpaiuu
yKa3bIBaIOTCS J1aTa U BpeMsl 3aIycka, uMs (MAeHTU(UKATOP) IPpOorpaMMsl (IIporiecca, 3a1aHusl),
UACHTU(PUKATOP MOIB30BATENS, 3aIIPOCUBLIETO MporpamMmy (Mpoliecc, 3aJlaHue), pe3yabTaT
3arycka (yCHemHbli, HeYCIeIHbI);

pErucTpanys MONBITOK AOCTYIAa IPOrPaMMHBIX CPEICTB (MpOrpaMm, IIPOLECCOB, 3a/1ay,
3aJjaHui) K 3aluiaemMbM ¢aitnaM. B mapamerpax peructpannu yka3bIBarOTCs JaTa U BpeMs
HOIBITKH JIOCTYNA K 3alluInaeMoMy (aiiily ¢ ykazaHueM ee pe3yibTara (ycnemrHas,
HeycIenHast ), BACHTU()UKATOP MMOIb30BaTeNs, ClielnpUKaIMS 3amuaemMoro Qaiina;



15

pEerUCTpaIys MOMBITOK JOCTYIA IPOTPAMMHBIX CPEJCTB K JOMOIHUTEIBHBIM 3aIIHIAEMbIM
00BEeKTaM J0CTyIA (TepMUHANIAM, TEXHUYECKUM CPEACTBaM, y3JaM CETH, JTMHUSM (KaHaaMm)
CBsI3H, BHCIITHUM YCTPOICTBaM, MporpaMmMam, ToMam, Karaioram, (aiiaam, 3amucsm, moJsiM
3amuceit). B mapameTpax perucrpanyu yka3plBalOTCs J1aTa U BPeMs IOIBITKH JJOCTYIa K
3alIUIaeMoOMy O0BEKTY C YKa3aHHEM ee pe3yibTara (yCrenHas, HeycnenHas), HAeHTU(PUKATOp
MOJIB30BaTENs, CICIUpUKAIUS 3aUIIAEMOT0 00BEKTa (JJorTnYecKoe uMs (HOMeED));

y4eT BCeX 3alllUIaeMblX HOCUTENENH HH(POPMAaLK ¢ TOMOIIBIO UX MAPKUPOBKU U 3aHECEHHE
YUYETHBIX JAHHBIX B )KypHaJl y4eTa C OTMETKOH 00 UX BblAaye (Ipueme);

TyOIMpYIOMIMIA yueT 3aliillaeMbIX HocuTeneil nupopmanuu;

ouncTKa (0OHyJIeHHEe, 00e3TMIMBaHNE) OCBOOOXKIaeMbIX 001acCTei OlepaTUBHON NaMsATH
WH(OPMAIIMOHHBIX CUCTEM M BHEITHUX HOCHUTENEH HHOpMAIIHH;

B) o0ecrieueHune eIOCTHOCTH:

o0ecreyeHue 1eI0OCTHOCTU MPOTrPaMMHBIX CPEJCTB CUCTEMBI 3aLUThI IEPCOHAIBHBIX JTAHHBIX,
oOpabarbiBaeMoil HH(OpPMAIHH, a TAK)KE HEM3MEHHOCTh MPOrpaMMHOU cpenbl. [Ipu aTom
LIEJIOCTHOCTb CUCTEMBI 3alUTHI IIEPCOHAIBHBIX JAHHBIX IIPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI 110
HAJIMYUIO UMEH (MACHTU(PHUKATOPOB) €€ KOMIIOHEHT, a LIEJI0CTHOCTh IPOrPaMMHOM Cpeibl
o0ecreynBaeTcsi OTCYTCTBUEM B HH(POPMALIMOHHOM CUCTEME CPEICTB pa3pabOTKHU U OTIaKU
porpamm;

¢uznueckas oxpaHa TEXHUYECKUX CPEACTB NH(POPMALIMOHHON CUCTEMBI (YCTPOHCTB U
HocuTelnell nHdopMalun), nperycMaTpuBaroiias OCTOSIHHOE HAIUYKE OXPaHbl TEPPUTOPUH U
3/1aHUS;

NEPUOINIECKOE TECTUPOBAHNE (PYHKITUI CHCTEMBI 3aIIUTHI IIEPCOHAIBHBIX TAHHBIX MIPH
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U M0JIb30BaTele HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, UMUTUPYIOIIKX MTONBITKH HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;

HaJINYME CPEACTB BOCCTAHOBIICHHUS CUCTEMBI 3aLUThI IEPCOHATBHBIX JAHHbIX,
IIpelyCMaTPUBAIOLIUX BEJIEHUE JIBYX KOIUN IPOrpaMMHBIX KOMIIOHEHTOB CPE/ICTB 3alllUThI
UH(pOpPMaLNH, UX NTEPUOANYECKOe OOHOBJIEHNE U KOHTPOJIb pab0TOCIIOCOOHOCTH.

4.3. J1ng uHPOPMALIMOHHBIX CHCTEM

1 kJ1acca npu MHOTOMOJIB30BATENECKOM PEXUME 00paOOTKH MEPCOHATIBHBIX TAHHBIX U PA3HBIX
npaBax JOCTYIa K HUM MOJIb30BaTese MPUMEHSIOTCS CIeyole OCHOBHBIE METO/IbI U
CIoco0bI 3alUTHl HTHPOPMAIUH:

a) yrpaBJieHHe JOCTYIIOM:

UICHTU(PUKAINS U TIPOBEPKa TOTMHHOCTH MOJTE30BATEISI IIPH BXOJIE B CHCTEMY I10
UICHTUPHUKATOPY (KOAY) U ApOII0 YCIOBHO-MIOCTOSIHHOTO JCHCTBUS JJTMHON HE MEHEE IIEeCTH

OYKBEHHO-IIU(POBBIX CHMBOJIOB;

uACHTU(DHUKAINS TEPMUHAIOB, TEXHUYECKUX CPEJCTB, Y3JIOB CETH, KAHAIOB CBS3H, BHEIITHUX
YCTPOMCTB IO JJOTHYECKUM UMEHAM;
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uAcHTU(HUKAIIS TPOTpaMM, TOMOB, KaTanoros, (aijioB, 3amucei, MoJeH 3amnucei Mo UMeHaM;

KOHTPOJIb JTOCTYIIA MOJIb30BaTENEH K 3alIMIaEMbIM pecypcaM B COOTBETCTBUU C MaTpHIIEH
JOCTYTIa;

0) perucTpanus u y4er:

peructpanus Bxoja (BbIXo/1a) MOJIb30BaTeIel B CHCTEMY (M3 CUCTEMBI), JINOO PEerucTpanus
3arpy3Kd M HHUIMAIU3ALUK ONIEPALIMOHHON CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructparnus BbIxosia U3 CUCTEMBI WIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cucTeMbl. B mapamerpax perucrpanuu ykas3blBaloTCs JaTa u
BpeMsi Bxoa (BbIX0/1a) TIOJIb30BATENSI B CUCTEMY (M3 CUCTEMbI) WM 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMNBITKU BX0/1a (yCIIEIIHas WK HeyClelHast), UIeHTU(GUKATOp (KO UIIH
(bamuius) MoIB30BATENS, TPEAbIBICHHBIHN ITPH MOIMBITKE JOCTYIA, KO WIH MapoJib,
IPEeIbBICHHBIN IPU HEYCIEIIHON MOIBITKE;

perucTparys BbIIauM NeYaTHbIX (TpaduecKuX) JOKyMEHTOB Ha OyMaXXHbI HOCUTENb. B
napameTpax periucTpanuy yKa3bIBalOTCs J1aTa U BpeMs BbIIauu (0OpaleHus K moACUCTeMe
BBIBOJIa), crielu(UKALMsI YCTPOMCTBA BbIAAUH (JIOTUYECKOE UM (HOMEp) BHEIITHETO
YCTPOKMCTBA), KpaTKOE CoJIepKaHKie JOKYMEHTa (HauMeHOBaHKe, BU, Udp, KOxI),
UJICHTU(HUKATOP MOJIL30BATEISI, 3alIPOCHBILIETO JIOKYMEHT;

perucTpaius 3amycka (3aBepiieHus) mporpaMmm IpoeccoB (3aJanuid, 3a/1a4), NpeIHa3HaueHHbBIX
U1 00pabOTKU NEpCOHANBHBIX JaHHBIX. B mapamerpax perucrpanuu yka3blBatoTCs JaTa u
BpeMs 3amycka, uMsl (MICHTU(PHUKATODP) IPOTrpaMMBI (Tiporiecca, 3a1aHusl ), HICHTH(PHUKATOP
H0JIb30BATENsl, 3alIPOCHUBILIET0 Mporpammy (TMpoLecc, 3aJaHue), pe3ybTar 3amycka (yCHelHblH,
HEYCIEUIHBIN );

perucrpanus MonbITOK JOCTYyIa IPOrpaMMHBIX CPEJICTB (Iporpamm, IPoLEccoB, 3a1ad,
3aJaHMii) K 3aIuIIaeMsiM ¢aitnam. B mapamerpax peructpanuu yka3blBatoTCs J1aTa U BpeMs
MOMBITKY JOCTYTIA K 3allluiiaeMoMy (paiiiy ¢ ykazaHueM ee pe3ynbrara (ycHemHas,
HeycIHelHas), UJIeHTU(GUKATOp MOIb30BaTENs, CIeHU (UKL 3aluIaeMoro ¢aiina;

pETUCTpaIHs MOMBITOK JOCTYIA MPOTPAMMHBIX CPEJCTB K TOTOJHUTEIFHBIM 3aIIUIIIAeMbIM
o0BeKTaM J0CTyMa (TepMUHATaM, TEXHUYECKUM CPEJICTBAM, Y3JIaM CeTH, JTIMHUSIM (KaHaJam)
CBSI3M, BHEIITHIM YCTPOMCTBaM, pOrpaMMam, TOMaM, KaTajoram, ¢aiiiam, 3ammucsm, moJsM
3anuceii). B mapameTpax peructpaiiu yka3plBaloTCs JaTa U BpeMs MOMBITKU JOCTYIA K
3allMIIaeMOMYy OOBEKTY C YKa3aHHEM €€ pe3yJbTaTa (ycIelHas, HeyCIellHas ), UIeHTU(UKATOP
MOJIb30BaTeNl, ClIeU(UKALINS 3aIIUIIIAeMOT0 00BEKTa (JJOTHYeCcKoe uMs (HOMED));

y4eT BceX 3alllUIaeMblX HOCUTeNel HH(POPMaIUK ¢ TOMOIIbIO X MAPKUPOBKU U 3aHECEHHE
YUETHBIX JAHHBIX B )KypHaJ yueTa ¢ OTMETKOM 00 UX Bblaye (IIpHeme);

ouncTka (0OHyJIeHHe, 00€e3TMIMBaHNE) OCBOOOXKIaeMbIX 001acTel OlepaTUBHON aMATH
WH(OPMAIIMOHHON CUCTEMBI M BHEIITHUX HAKOMTUTEINEH;

B) o0OecrieueHne 1eI0CTHOCTH

o0ecrnieyeHre HEeIOCTHOCTH IPOrPaMMHBIX CPECTB CUCTEMBI 3alllUThI TEPCOHATBHBIX JTAHHBIX,
oOpabatbiBaeMoil MH(OpPMAIINH, a TAKKE HEM3MEHHOCTh MPOrpaMMHOM cpenbl. [Tpu aTom
LEJIOCTHOCTh CUCTEMBI 3alUThI IEPCOHAIbHBIX JAHHBIX MTPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI 1O
KOHTPOJIbHBIM CyMMaM KOMIIOHEHTOB CHCTEMBI 3aIUTHI, a EJIOCTHOCTh IPOTPaMMHOMN CPEJIb
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obecrneunBaeTcs NCMOIb30BAHUEM TPAHCISTOPOB C S3BIKOB BEICOKOTO YPOBHS U OTCYTCTBUEM
cpenctB MoauduKanuu 0ObEKTHOTO KOa MPOrpaMM B Mpoliecce 0OpadOTKHU U (M) XpaHECHUS
MEPCOHATBHBIX JTaHHBIX;

¢du3nueckas oxpaHa TEXHUYECKHX CPEICTB HHPOPMAITMOHHOW CUCTEMBI (YCTPOMCTB U
HocuTesel nudopmanun), mpeaycMaTpUBaroIiast KOHTPOJIb AOCTYIAa B TOMEUICHHS
IIOCTOPOHHUX JIMLI, HATMYUE HAJIEKHBIX MPENATCTBUH JIJIs1 HECAHKIIMOHUPOBAHHOTO
MPOHUKHOBEHUS B IOMEILIEHUS U XPaHUJIUIIE HOCUTEeNel nHdopmaluu;

NEePUOINIECKOE TECTUPOBAHUE (PYHKIUI CUCTEMBI 3aIIUTHI IEPCOHABHBIX TAHHBIX IPU
MU3MEHEHHUH POTPaMMHON CpPeJibl U MOJIb30BaTeNe HHPOPMAIIMOHHONW CHCTEMBI C IIOMOIIBIO
TCCT-IIpOrpaMmMm, UMHUTHUPYIOIUX IOIBITKX HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA,

HAJIMYUC CPCACTB BOCCTAHOBJICHUA CUCTCMBbI 3allIUTHI ICPCOHAJIbHBIX JAaHHbIX,
IpeyCMaTPUBAIOLINX BEJCHUE JIBYX KOIHI IMPOrPAMMHBIX KOMIIOHEHTOB CPEJICTB 3alUTHI
uH(pOpMaNH, UX NEPHOANIECKOE OOHOBJIEHHE U KOHTPOJIb PAOOTOCIIOCOOHOCTH.

4.4. bezonacHoe MEXCETEBOE B3aMOIEUCTBUE 1)1 HH()OPMALIMOHHBIX CUCTEM

1 x1acca npyu UX MOIKIIOYSHUH K CETSIM MEXKITyHapOAHOTO HH()OPMALMOHHOTO 0OMEeHa
AOCTUTaCTCA IMMYTEM ITPUMCHCHUA CPECACTB MCKCECTCBOI'O OKpaAaHUPOBAHMA, KOTOPLIC
00€ecCIIeunBarOT BHIIIOJHEHUE CICAYIOMNX (YHKIHHI:

(GUIBTPaLINIO HA CETEBOM YPOBHE /ISl K&XKIOTO CETEBOTO ITaKeTa HE3aBUCUMO (pELICHHUE 0
@Hanpaum/I IMPUHHUMACTCA Ha OCHOBC CETCBBIX aAPCCOB OTIIPABUTECIIA U IOJIYUATCIIA U1K HA

OCHOBC JPYTHX 5KBUBAJICHTHBIX anI/I6YTOB);

(GUIBTPALINIO TAKETOB CITYKEOHBIX POTOKOJIOB, CITYXKAIUX JUIS AMarHOCTUKH U YIPaBIICHHS
paboToii CeTeBBIX YCTPOUCTB;

q)HHLTpaI_II/IIO C YU4E€TOM BXOJHOT'O U BBIXOAHOI'O CETCBOI'O I/IHTep(l)eﬁca KaK CpCACTBa IMIPOBEPKU
MOJJIMHHOCTU CCTEBBIX aIpECOB;

(UIBTPAINIO C YYETOM JIFOOBIX 3HAYUMBIX TOJIEH CETEBBIX MAKETOB;

q)HHLTpaI_II/IIO Ha TPpaHCIIOPTHOM YPOBHEC 3aIlIpOCOB Ha YCTAHOBJICHUC BUPTYAJIbHBIX COCI[I/IHCHI/II\/’I
C YYCTOM TPAHCIIOPTHEBIX aAPCCOB OTHPABUTCIIA U ITOJYUATECIIA;

(GuIbTpaMIO HA MPUKIIAJHOM YPOBHE 3alIpOCOB K MPHUKJIAJHBIM CEPBUCAM C YUETOM
MIPUKIIAJHBIX aJpPECOB OTIIPABUTENS U IOJIydaTeIs;

(GWIBTPALIUIO C YUETOM JaThl U BPEMEHH;

ayTeHTU(UKALMIO BXOASIIUX U UCXOSIINX 3aIIPOCOB METO/IaMHU, YCTOMUMBBIMU K TACCUBHOMY
U (WIM) aKTUBHOMY MPOCTYIIMBAHUIO CETH;

PETUCTPAIMIO U y4eT GUIBTPYEMBIX MTAKETOB (B MapaMeTphl peruCTPalliy BKIIOYAIOTCS aJpec,
BpeMsl U pe3yJIbTaT GUIbTPAIN);

PETHCTPAIIMIO M YUYET 3alIPOCOB HAa YCTAHOBJICHUE BUPTYaJIbHBIX COSIUHEHU;



18

JIOKaJIbHYIO CUTHAJIM3AIUIO TIONBITOK HAPYIIEHUS MPaBMIl GUIIbTPALIUY;

UACHTU(DHUKAIIIO ¥ ayTCHTH(PHUKAINIO a/IMUHUCTPATOPA MEKCETEBOT'0 SKpaHa MPHU €ro
JIOKAJIBHBIX 3alpocax Ha JOCTYI MO UASHTU(UKATOPY (KOIY) U HApOIII0 YCIOBHO-TIOCTOSTHHOTO
JIehCTBHS,

IPEJOTBPALEHHE AOCTYIa HEUAECHTU(PHIIMPOBAHHOIO NIOJIb30BATEINS WM OJIb30BATES,
MO/UIMHHOCTH MJICHTU(UKAIIUN KOTOPOTO IPU ayTeHTU(UKAIINH HE TIOATBEPANIAC;

UACHTU(DHUKAIIIO ¥ AyTCHTH(PHUKAIIUIO aIMHHICTPATOPA MEXKCETEBOT0 IKpaHa IMPH €ro
YIAICHHBIX 3aIpOCcax METOJJaMH, YCTOWYHBBIMH K TACCHBHOMY U aKTHBHOMY TIEpEXBaTy
uHpOpMaLnu;

perucTpanuo Bxojia (BbIxoa) aIMUHUCTPATOPA MEKCETEBOI0 IKpaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Ky U MHUIMATU3ALKUN CUCTEMBI U €€ TPOrPaMMHOT0 OCTaHOBA (PETrUCTpalvs BhIXOAa
U3 CUCTEMBI HE TTPOBOJIUTCS B MOMEHTHI alnapaTypHOro OTKJIFOYEHHUS MEKCETEBOTO IKpaHa);

PErUCTpalMIO 3aIycKa MPOrpaMM U IIPOIECCOB (3aJaHuil, 3a/1a4);

perucTpanmio 1eicTBUs aIMUHUCTPATOPa MEKCETEBOI0 KpaHa 110 U3MEHEHUIO MPaBUl
bunbTpanuy;

BO3MO>XHOCTh IUCTAHIIMOHHOT'O YIIPABJIEHNUS CBOUMHU KOMIIOHEHTaMH, B TOM YHUCJIE
BO3MOXKHOCTb KOH(UT'YpUPOBaHUs (PUIBTPOB, IPOBEPKU B3aUMHON COINIACOBAHHOCTH BCEX
(GuIbTPOB, aHAIM3a PErUCTPALIMOHHON HHOpMaLny;

KOHTPOJIb LI€JIOCTHOCTH CBOEH MPOrpaMMHON M MH()OPMALIMOHHOM YacTH;

KOHTPOJIb HEJIOCTHOCTH HpOFpaMMHOﬁ n HH(bOpMaHHOHHOﬁ YaCTHU MCKCETCBOI'O DKpaHa I10
KOHTPOJIbHBIM CyMMam;

BOCCTAQHOBJICHHE CBOMCTB MEKCETEBOI'O 9KpaHa IoCJIC c00€eB U 0TKa30B 060py)101aaH1/1${;

perJaMeHTHOE TECTUPOBAHHE peau3alluy MpaBuil GUIBTPAILIUH, IPOIIECCa PETUCTPALIUH,
npoiiecca UIeHTU(PUKAIUY U ayTeHTU(UKAIIIHU 3alIPOCOB, MIpoIiecca UACHTUPUKALINH U
ayTeHTU(UKAINK aJJMIHHCTPATOPa MEKCETEBOT0, IKpaHa, Mpoliecca perucTpaluu AeiCcTBUN
aJMMHHCTpATOpPa MEKCETEBOr0 SKpaHa, IMpoliecca KOHTPOIIS 3a LIEIOCTHOCThIO IPOrPaMMHON U
WH(OPMAIIMOHHON YaCTH, MPOIIETyphl BOCCTAHOBIICHUSI.

5. AHanu3 3aIUIIEHHOCTH TPOBOAUTCS JUISl paclipe/leIeHHbIX HH(OPMAIIMOHHBIX CUCTEM U
MH(OPMALIMOHHBIX CUCTEM, MOAKIIOYEHHBIX K CETSIM MEXIYHAPOIHOTO HHPOPMAIIMOHHOTO
oOMeHa, yTeM HUCIOJIb30BaHUs B COCTaBe MH(OPMAIIMOHHON CUCTEMBI IPOTPAMMHBIX UIIH
IPOrpaMMHO-aINapaTHBIX CPEJICTB (CHCTEM) aHaIM3a 3alUIIIEHHOCTH.

CpencTBa (CMCTEMBI) aHAJIHM3a 3aIUIIEHHOCTH JTOJDKHBI 00€CIeYnBaTh BOZMOKHOCTD BBISBIICHUS
ySI3BUMOCTEH, CBSI3aHHBIX C OMMOKaMU B KOH(UTYpallMK IPOTPAMMHOT0 00ecriedeHUs
UH(POPMALIMOHHOM CUCTEMBI, KOTOPbIE MOTYT OBITh MCIIOJIB30BaHbl HAPYIIUTENIEM JIJIs
peaM3anny aTaky Ha CHCTEMY.

6. OGHapyXeHHEe BTOPKEHUH TIPOBOIUTCS JJIsI HHPOPMAIIMOHHBIX CHCTEM, MOAKIIOUEHHBIX K
CETSIM MEXKyHapOTHOTO HHPOPMAITMOHHOTO OOMEHA, TyTeM UCIOIB30BaHUs B COCTABE
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UH(POPMALIMOHHON CUCTEMBI TPOrPAMMHBIX HWJIM TIPOTPAMMHO-aNNapaTHBIX CPEACTB (CHCTEM)
0oOHapy’KeHHsI BTOPKEHUH.

7. s uHbOpMaMOHHBIX CUCTEM | Kilacca MpUMEHsIeTCs IPOrpaMMHOE 00ecrieueHUe CPeICTB
3alUThl HHQOPMAIMH, COOTBETCTBYIOIIEE 4 YPOBHIO KOHTPOJISI OTCYTCTBUS
HEJEKJIAPUPOBAHHBIX BO3MOKHOCTEH.



